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Introduction to administrative tasks

Setup and administration of F2 is done by a user with F2 administrator privileges. Privileges grant
users the rights to handle different administrative tasks and are assigned through roles.

In F2 there are four predefined administrator roles:

e Administrator
e User administrator
e Business administrator

e Technical administrator.

The predefined administrator roles and their corresponding privileges are further described in the
Administrator roles section. They all include special privileges to set up and change the basic
functionality of F2.

Administrator tasks in F2

Many administrative functions can be performed in F2’s user interface directly. These functions are
typically managed by a user with an administrator role.

The typical administrative tasks can be split into these categories:

e User administration:
o Users, units and role types.
o Privileges.
o Access security and security groups for confidential case areas, e.g. HR.
o Delegating administrative tasks using system roles and privileges.
e Communication:
o The external participant register.
o Distribution lists.
e Setup of the user interface for F2’'s main window:
o Fixed searches.
o The column layout in the result list.
o Setup of the user interface for the record window:
o Document templates.
o Keywords.
o Flags for personal and unit control.

» The administration of various value lists e.g. progress codes and file plans.



The user interface for F2 administrators

Administrators and standard F2 users share the same user interface. However, administrators have
a number of extra functions at their disposal.

Many administrator tasks are accessed from the “Administrator” tab in F2’'s main window.
Administrator-related functions for the setup and maintenance of F2 are found in the ribbon.
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Figure 1. The ribbon of the “Administrator” tab in the main window

The menu items available on the ribbon of the administrator tab depend on the
administrator’'s privileges and which add-on modules are included in the F2
installation. Users may experience that some functions described or shown here
are not available in their F2 installation.

NOTE



Installing cBrain F2

Immediately after installation, the administrators of F2 can begin their administrative tasks.

A number of administrative and technical decisions are made before the final installation. These
include:

e Organisational structure
e User roles

e Email import

e Security groups

e Users and their roles
o Keywords

» Case help
 Management flags

o File types

e Request types

o Document templates

» File plans.
Please refer to the relevant technical installation guides and checklists.

The basic installation of F2

Based on the outcomes of the configuration workshops with cBrain, F2 is installed with:

e An organisation which is known as the top unit in F2.

e Arole of the “Administrator” type. Read more in the Roles in F2 section.

A user with the “Administrator” role can now log into F2 for the first time.



The unit structure in F2

It is important that the user possesses a general knowledge of F2 in order to understand the
administrative tasks. For this, refer to the F2 Basics documentation.

Below follows a short explanation of how F2 organises authorities and units in a tree structure. In
F2 all users are organised into units. A user is always attached to a unit.

To create a user, at least one unit must be defined in the organisation. The reason is that a user’s
read and write access to records and documents depend on the unit structure. F2’s unit structure
roughly corresponds to the structure of the organisation, although typically not in all facets.

The unit structure in F2:

» Top unit/Organisation: This unit is the parent unit in F2. It is created when installing F2. There
can only be one top unit for each F2 installation. This can e.g. be a ministry or a company.

« Authority: This unit represents a legal unit in F2. Full separation exists between the different
authorities in an F2 installation. There is no limit to the number of authorities that can be
created in F2. An authority can e.g. consist of a department and a number of government
agencies or a company with several subsidiaries.

e Units: An unlimited number of units and subunits can be created within an authority. These can
mirror the overall organisation within the authority. Each record can be access restricted to a
unit. This influences who can view and work on the records and documents.
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Figure 2. An example of F2’s tree structure
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The top unit/organisation is only visible on the “Other Authorities” tab and not on

NOTE the “My authority” tab”.

Create an authority

An authority’s internal structure is comprised by the units created in the “Units and users”
dialogue.
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Figure 3. The “Unit and users” menu item

Click on Units and users in the “Administrator” ribbon of F2's main window to create a new unit.
The dialogue below opens.
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Figure 4. Create a new authority

The dialogue shows an organisation called “Doc Organisation”. This organisation has the
authorities: “Departement”, “Digital Authority”, and "Quality".

The “Doc Organisation” wish to create a new authority with the name “Environmental
Department”. Click on Create in the “Units and users” dialogue to open the “Create unit”
dialogue.
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Figure 5. The “Create unit” dialogue
Enter the relevant information about the new authority in the dialogue.

e The unit type is set to “Authority”.
e The system provides the location after the unit is created.

o Additional fields can be filled in if needed.

The authority’s email settings can be modified on the “Email settings” tab.
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Figure 6. The “Email settings” tab in the “Create unit” dialogue

Read more about setting up email accounts.

When the necessary fields have been filled in, click on OK. A warning dialogue appears to inform
the administrator that once an authority is created, it cannot be deleted.

Click on No to return to the “Create unit” dialogue.

Click on Yes to proceed. The “Environmental Department” authority is then created, and units and
users can now be created within it. View the newly created authority in the figure below.
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Figure 7. The newly created authority



Create units within an authority

In F2, the organisational structure is mirrored by a number of units. Units are created and
maintained by administrators or user administrators.

A chief purpose of units is to specify to F2 where to place users when matching roles and units are
synchronised using synchronisation keys during full AD integration. During standard AD integration
the administrator creates the users in the units themselves.

The users’ affiliation with a unit is important as it influences their read and write access to records
for which the access is restricted to the specific unit.

An administrator can access units from the ribbon of the “Administrator” tab by clicking on the
Units and users menu item.
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Figure 8. The “Units and users” menu item

In “Units and users” dialogue, a user with the “Unit administrator” privilege can create, edit, move,
and deactivate units.
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Figure 9. F2 is installed with only one top unit

The “Units” tab shows all units created in F2. They are organised in a tree structure. As mentioned,
F2 is installed with one top unit (organisation). The name of the top unit is adjusted to fit the



Expand the top unit node to view all units that have been created in the tree structure. These units
can also be expanded to show their subunits.

Create a new unit by selecting a “parent unit” in the directory and clicking on Create
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Figure 10. Create units within an authority

The “Create unit” dialogue opens.
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Figure 11. The “Create unit” dialogue

Fill in the relevant information in the dialogue.

» In the “Unit type” field, select a representative type for the unit. See below for more information
on the management of unit types.

* Units are created in the same dialogue that is used for creating authorities.

The organisational structure within an authority can contain many units.

Read more about setting up email accounts.

Create unit types for specific units

F2 divides units into types. F2 contains definitions of certain fixed unit types that are created
during installation.
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Some unit types cannot be deleted as they are used by F2. The names of these units may vary as
they depend on the organisation. New unit types can be added later, and unit types that are not in
use can be deleted again.

Click on the Unit types menu item in the ribbon on the administrator tab in F2’s main window.

=5 Unit types
H Progress codes administration

|* Flags for personal control
Value lists

Figure 12. The “Unit types” menu item

The dialogue below opens. From here it is possible to manage unit types.
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Figure 13. Management of unit types
These are examples of the unit types available:

e Authority

» Organisation
e Department
» Office

e Area

e Secretariat.

Unit types such as teams and security groups are used to divide users into teams and security
groups across the authority.

12



When a unit type has been created, it can be used when creating units (the organisational
division).
Decentral units

The “Decentral unit” type mostly functions as any other F2 unit, but unlike other units it is not
synchronised with Active Directory (AD).

A decentral unit can be used for project cooperation across units, and extra email addresses can
be attached.

Decentral units are created by a user with the “Decentral unit and user administrator” privilege.
In order to affiliate a user with a decentral unit, the user must have one of the three roles:

o Decentral role: This is a job role that lets the user log in and work in a decentral unit.

 Decentral read access: This is a job role that lets the user search for records whose access is
normally restricted to users in a decentral unit. The role is equivalent to the “Read access to
another unit” role.

 Decentral read/write access: This is a job role that lets the user search for records whose
responsibility lie with a decentral unit and whose access restriction is either “Unit” or “All”. The
role is equivalent to the “Write and read access to another unit” role.

The following is an example of when decentral units are useful:

An organisation has a number of units that work independently of the central administration. These
units would like to maintain a unit structure across of standard F2 units. The F2 administrator gives
one or more users in the organisation the “Decentral unit and user administrator” privilege, which
lets them maintain the decentral units.
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User administration

An administrator with the “User administrator” privilege can create users in F2. Users are created
in an authority and can also be attached to a unit. A user needs a “job role” before they can log in
to F2.

The creation of a new user is described below. Once the user is created, they need to be assigned
roles of which one must be a job role. The roles are affiliated with units and contain one or more
privileges. Privileges let the user perform different actions in F2.

One or more role types must be defined before a user can be assigned any roles. One role type
must be a “job role”.

Create user

Access to different functions in F2 is controlled using roles. Every role is given one or more
privileges. In order for a user to log in to F2, one of these roles must be a “job role”. It is only
possible for a user to access F2 through a job role.

If a user was already created through AD import, the user must be assigned a role.

Administrators/user administrators can create users in F2 via the “Administrator” tab by clicking on
the Units and users menu item in the ribbon.

i
Urits and
users

Figure 14. The “Units and users” menu item

A dialogue opens in which the user’'s master data can be entered.
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Units and users
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Close

Figure 15. Create user

Create user - information

For every user the master data, including name, initials, email address, user name, etc., must be

added. This is done on the “Information” tab as displayed below.
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The following table explains selected fields from the “Information” tab in the “Create user”

dialogue.
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Figure 16. User information




Field

“Limited access

“Get email”

“Receive email
externally”

”

Description

Ticking the “Limited access” box restricts the user’'s access to records or
cases in F2. The user only gains access when added to a record’s or case’s
access restriction either by username or by being in a security group, unit or
team. The user must also have access to the record, e.g. as a
supplementary case manager.

A user with limited access can access any record they create. The user will
lose access to a record if it is added to a case with an access restriction. If
the user creates a case, they are automatically added to its access
restriction.

Tick the checkbox to automatically import emails from Outlook to F2 for this
user. This is only relevant if F2 is set up with manual email import. With this
setup a user must manually move emails from Outlook to the "Move to F2"
folder if the checkbox is unticked.

This field has no effect if F2 is set up with full email import.
Full email import means that F2 transfers all emails from
the user’s Outlook inbox to F2 and creates a record for
each.

NOTE

If this box is ticked, the user will only receive emails in Outlook. This also
applies to emails sent internally in F2.

Any other communication channels are not affected by a tick in the “Receive
email externally” box. For example, chats, approvals and records that are
either sent or for which the responsibility is allocated internally will still be
found in F2 only.

"Get email" and "Receive email externally" cannot both be ticked. "Receive email
NOTE externally" lets the user receive email in another email client. These emails must
be manually moved to F2 using the "Move to F2" folder.

Click on OK when the fields are filled in. The user then needs a job role. This is described in the

next section.

Create user - roles

A new user must be assigned a job role. Fill in all the relevant fields on the “Information” tab in the
“Create user” dialogue and click on OK. F2 will then automatically shift to the “Roles” tab. Here,
assign a job role to the user in either the top unit or in a subunit.

Click on Add role on the “Roles” tab.
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Figure 17. The “Roles” tab in the “Create user” dialogue

An administrator can check which roles are in the "job" category in the "Role types
NOTE and privileges" dialogue, which is accessed from the ribbon of the "Administrator"
tab.

The “Add role to [user]” dialogue opens. Assign the user to an authority or unit. Then select a role
type in the “Role type” drop-down menu.

Add role to Ireene Todd — O >

it :
My suthority  Other authorities  External participants
= Doc Authority
EI Administration
: Finance
HE
R | T Office
- Quality
- Secretariat of the management

Role type: Can read server logs e
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Figure 18. Add a role to a new user

Click on OK to apply the changes and close the “Add role to [user]” dialogue.
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It is important to select a unit for the user’s role, since the role and its location
NOTE . . . . . .
determine which rights the user has in the given unit.

The “Roles” tab now shows that the new user has been assigned the role.
Click on OK. The user is created and can now log into F2.

When a user is created, they can be assigned several roles. Roles have associated privileges that
let the user perform different tasks in F2. Read more in the Roles in F2 section.

Create user >

Information  Reles

Role Role category | Decentralise | Unit
Administrator || { Quality

Remove

] Cancel

Figure 19. Assign a role to a new user

New users are always created with the “Addressbook owner” role. Read more
NOTE . . .
about roles in the Roles in F2 section.

Deactivate user

It is not possible to delete a user in F2. A user can instead be deactivated. In the main window,
click on the “Administrator” tab and then the Units and users menu item to deactivate a user.

Ciim
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Figure 20. The “Units and users” menu item

The “Units and users” dialogue opens. In the dialogue, click on the “Users” tab. Select the user in
the tree structure and click on Deactivate.
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Units and users

Unit |zers
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Figure 21. Deactivate a user

F2 asks for confirmation before the user is deactivated. After deactivation the username is shown

in italics.

Units and users
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Figure 22. A deactivated user
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A user must be deactivated in both F2 and Active Directory to be completely
NOTE deactivated. If the user is only deactivated in F2, it will be reactivated via AD

import.

To immediately block a user’'s access to F2, it may be necessary to both
NOTE deactivate them and log them out. The latter is done using the Log out user
function.

Log user out of all sessions

You can log a user out of all sessions across all devices if you have the "User administrator”
privilege. This function can be relevant in connection with security, e.g. if there is a suspicion that

a user password has been compromised.

Go to the Administrator tab, and click the Log out user menu item.

D cPort E;r Installation references * Log out user

I:"—‘SI Read access to all records @ Show search templates
(£} Document import from server > Show all unit searches
Misc.
Figure 23. The "Log out user" menu item in the "Misc." menu group

Select the user you wish to log out, and click Log out user.

Log out user -

Select a user you want to log out of all F2 sessions.

User

Pleaze select a user

Execute Cancel

Figure 24. The "Log out user" dialogue

Activate user

A deactivated user can be reactivated. Click the Units and users menu item on the

“Administrator” tab in the main window.

Ciim
Units and
users

Figure 25. The “Units and users” menu item
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Units and users — O >
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Figure 26. Reactivate a user

A warning dialogue opens. Click on Yes to reactivate the user. Select the user again and click on
Properties. The “Properties for the user [user name]” dialogue opens.

When the user is deactivated, the user name field will state “Not employed”. For the user to be
reactivated completely, the “User name” field must contain the user’'s name, in this example Ann
Sekner. Either the user’s full name or an abbreviated version, e.g. the initials used for login and/or
email, must be entered here.
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Properties for the user Charlie Carter >

Infarmation  Roles

MName
MName: |Eha|1ie Carter
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Email address: |cca @doc.gov .uk

|
|
Initials cCA |
|
|

Title: |

[] Limited access
Participant Mo: 45

S5N: |

Email account

Accourt: | |

Mail server: | |

[] Get email [] Receive email extemally

Address
Address 1:

Address 2

|
|

Post code: | | City: | |
|

Country Code:

Telephone
Phone: | | Local Mo: | |

Muobile: | | Fax: | |

Private phaone: | |

[ ok | Cancel |

Figure 27. The “Properties” dialogue for the reactivated user

If F2 has not automatically executed this change during reactivation, it must be done manually.

F2 considers the user activated when the “Username” field contains the

NOTE CoTPE
part|C|pant S username.

A user must be reactivated in both F2 and Active Directory. If the user is only

NOTE reactivated in F2, the user will be deactivated via the AD import.
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On behalf of

In a number of situations, a user may need access to another user’s inbox for either a fixed time
period or on a permanent basis. For example, a secretary may need access to their manager’s
inbox.

There are two ways of allocating “on behalf of” rights:

e A permanent allocation given by an administrator.

* An ad hoc allocation which can also be given by a user.

The permanent “on behalf of” allocation is managed by a user with the “On behalf of
administrator” privilege.

A user who is allocated “on behalf of” rights has access to another user’s F2. This includes the
records located in the user’s “My private records” list. Two types of “on behalf of” rights exist:

e “Can perform all actions”

e “Can process approvals”.

A user with the “On behalf of administrator” privilege can allocate “on behalf of” rights to other
users. This is described in the following section.

It is also possible to go on behalf of a deactivated user and perform actions as if

NOTE .
the user were active.

Setting up “On behalf of”

On the “Administrator” tab, click on On behalf of to open the “On behalf of” dialogue.

Se
&=
On behalf
of

Figure 28. The “On behalf of” menu item

The dialogue shows which users have “on behalf of” rights for other users. It is possible to assign
or remove the “on behalf of” rights in this dialogue.
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Zd On behalf of

O X

.. Here you can define that a user can act on behalf of another user. If one is allowed to act on behalf of another user you can switch to that user, and
‘E. perform all the same tasks as the user. The history will describe that the changes were made while acting 'on behalf of another user'.

User Area On behalf of Active from  Active to
Amin Aslani Can perform all actions Abigail Anderson

Harper Ross Can perform all actions Hector Richards

Alya Qaimkhani Can perform all actions Chester Clarkson

Myles McDougall Can handle approvals (Ministry) Maisy Moore

Brian Baxter Can perform all actions Penelope Poole

Stanley Matthews Can perform all actions Shapoor Mousavi

Stanley Matthews Can handle approvals (the user's inbox) Sebastian May

Hannah Hendricks Can handle approvals (the user's inbox) Hector Richards

Sidn Moynihan Can perform all actions Sebastian May

Ireene Todd Can perform all actions Klaus Salemon

Ishwar Tagore Can perform all actions Klaus Salomon

New || Delete |

Close

Figure 29. The “On behalf of” dialogue

Click on New to assign a new “on behalf of” relation. A dialogue opens in which you can assign a
user “on behalf of” rights to another user’s F2.

Choose which type of “on behalf of” rights to assign to the user:

e “Can perform all actions”. These are the full “on behalf of” rights.

e “Can process approvals”. These are partial “on behalf of” rights.

& 0n behalf of - O b
.. Here you can define that a user can act on behalf of another user. If one is allowed to act on behalf of another user you can switch to that user, and
E. perform all the same tasks as the user. The history will describe that the changes were made while acting 'on behalf of ancther user’,
User Area On behalf of Active from  Active to
Amin Aslani Can perform all actions Abigail Anderson
Harper Ross Can perform all acti e
Alya Qaimkhani Can perform all acti 5& On behalf of - = x
Myles McDougall Can handle approval
Brian Baxter Can perform all actiq ~ User: | Quinn Carnpbell (Case manager, Quality Conv 8
Stanley Matthews Can perform all actit  prea: Can perform all actions A 4
Stanley Matthews Can handle approval On behalf of:
Hannah Hendricks Can handle approval
Sidn Moynihan Can perform all acti Active Can handle approvals
Ireene Todd Can perform all acti
Ishwar Tagore Can perform all acti
oK || Cancel |
| New || Delete |

Close

Figure 30. Assigning “on behalf of” rights for all areas
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If a user is given rights to process approvals on behalf of e.g. their manager, it is possible to
specify in which inbox(es) approval notifications are received.

The notification can be sent to the user’s personal inbox, all the user’s inboxes, or a specific unit’'s
inbox.

28 On behalf of - B8 X
User: | Quinn Campbell (Case manager, Quality Conv 28 |
Area: | Can handle approvals v |

On behalf of: | () Carmen Collins (Case manager, Quality Cov  s8 |

Motification: | The user's inbox b
Active

All the user's inboxes

Specific unit inbox -|

Figure 31. Select the location for approval notifications

When selecting a specific unit inbox, the “Unit” field appears. Here, the relevant unit inbox can be
selected.

28 On behalf of - B X
User | ® Ireene Todd (Case manager, IT Office) » ;2 |
Area: | Can handle approvals - |

On behalf of: | Ishwar Tagore (Decentralised role, Test unit) == |

Motification: | Specific unit inbox v |
Unit: Test unit {Decentralised role) -
Active

[T Office (Case manager) '|

Figure 32. Select a specific inbox

The “on behalf of” access can be given a duration. If a duration is not set, the access is active from
the time it is assigned until it is removed again.
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5@ On behalf of - 0 X

User | ® Ireene Todd (Case manager, IT Office) » g |

Area: | Can handle approvals - |

On behalf of: | Ishwar Tagore (Decentralised role, Test unit) + g |

Motification: | Specific unit inbox b |
Unit: | Test unit {Decentralised role) hd |
Active | 19/02/2021 B4 - |26/02/2021 ]

| oK | | Cancel |

Figure 33. Assign “On behalf of” rights for processing appr.c;va/s

Click on OK to complete.



Managing emails
F2 offers several variants of email integration with commonly used email systems.

Email settings can be configured in F2 on different levels: authority, unit and user. Using the F2
Shared Mailboxes add-on module (documentation available in Danish), it is possible to create and
set up shared mailboxes/email addresses for each unit.

This section describes the administrator’s options for setting up emails during installation and
during the ongoing work in F2.

Emails for users are set up during the installation of F2.

Setting up mailboxes for authorities and units

This section describes how unit mailboxes are set up for an F2 authority and its units. A unit
mailbox is a mailbox that belongs to a unit or authority in F2, for example an HR unit inbox for
inquiries regarding HR cases.

Unit mailboxes may be automatically imported into F2 from a shared email address in e.qg.
Exchange. An administrator can facilitate this from the “Properties for the unit” dialogue.

i
Units and
USErs

Figure 34. The “Units and users” menu item

Click on the Units and users menu item on the “Administrator” tab. Select the relevant unit from
the tree structure in the dialogue and click on Properties.
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Units and users — |:| }(:

it |zers
Uit Selected units
| Select unit ot |  Administration
= (Department)
My authority  Other authorities
roperties...
5 Doc Autherity
=8 Administration
- Quality
-- Secretaniat of the management
- Test unit
Creation

Create unit under
‘Administration’

;

it types

Figure 35. The “Units and users” dialogue

The “Properties for the unit [name of unit or authority]” dialogue opens as shown below.

Properties for the unit Administration b
Ganeral !'Email se‘mngsz
Email account

Account: | |

Mail server: | |
[] Get emai [] Receive email extarmally
External info email

State the email address 1o which an info mai will be sent, when a request is sent to the
authonty of when the request is changed

Email address:

Reading marks
[] De not show the number of unread for the units inbox

[ o ][ oo

Figure 36. Setting up a unit inbox

Fill in the following fields on the “Email settings” tab to create a unit inbox for an authority or a

unit:
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Field

“Account”

“Mail server”

“Get email”

“Receive email externally”

“External info mail”

“Read markings”

30

Description

Enter the email address for the mailbox in the email
system.

Enter the name of the mail server. The organisation’s IT
department will know this.

Tick this box and all incoming emails will automatically
be imported from the email server to the unit’s inbox in
F2.

Tick this box and all incoming external emails for the
unit will be received in an external email system such as
Outlook. This includes emails sent to the unit inbox
internally in F2.

None of the other communication channels are affected
by this choice, which means that e.g. chats, approvals
and records sent internally exist only in F2.

Insert a participant from the unit’s external email here,
and they will receive a notification email when the unit
receives an email or a request in F2. The participant also
receives a notification email if a change is made to a
request.

This allows a third party recipient to receive and respond
to requests, e.g. using Outlook. The recipient receives an
email with the request as a PDF whenever a request is
sent or edited. This external notification email also has a
data file attached. The data file is how F2 recognises the
reply as a group request reply when it is sent.

External notification emails are mainly used in
connection with group requests (add-on module). For
more information, see Group Request.

The data file must be attached to the
NOTE response, otherwise F2 will be unable to
recognise it as a group request reply.

Tick this box to hide the number of unread emails in the
unit’'s inbox next to its name in F2’s main window.


file:///home/docker/antora/pdf-generation/pdf-cache/components/en-GB/docs/docs-en/10/modules/administrator/request-group/pages/index.html

Once the fields are filled in, F2 is able to import emails from the specified email address. Records
are automatically created for the imported emails and the specified unit is set as the recipient.

Imported emails are automatically moved to the “Moved to F2” folder. Emails sent to the shared
email address are placed in the “Unit inbox” om F2 so everyone in the unit can view them.

Link email replies to emails sent from F2

When an email is sent from F2, an incoming reply is automatically linked to the original email. The
reply is also automatically linked to the case of the original email, just as any following emails will
be linked to the case. F2 identifies emails using a unique hidden ID.

By default, email replies are automatically linked to emails sent from F2. An administrator with the
“Unit administrator” privilege can change this setting. It is also possible to change the default case
association for email replies. This is done on the “Email settings” tab in the “Properties for the
unit” dialogue. Open the dialogue by clicking the Units and users menu item on the
“Administrator tab”, select an authority and click Properties.

Here, the relevant options are found in the “ldentification of email replies” section:

Field Description

"Mark imported email as reply to the Tick this box to automatically link an email reply to the
original record” email sent from F2.

"Assign imported email to case” Tick this box to link an email reply to the same case as the

email sent from F2.

Properties for the unit Doc Authority ot

General Email settings
Email account
Accourt: | |

Mail server: | |

[] Get email [ Receive email extemally

|dentfication of email replies

Mark imported email as reply to the original record
Assign imported email to case

Add a suffix to the email subject to identify the original record or case.

Here you can specify some text that will be appended to the subject of outgoing emails.
The text can have two specific values:

- {ldNr}: will be replaced by the |0 number of the record being sent

- {F2CaseMumber}: will be replaced by the case number of the record being sent.

Suffix for the subjec! (Id nr.: {IdNr)

Figure 37. Identification of email replies

NOTE Linking emails sent to or from F2 systems older than 6.2 is not possible.
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Add a suffix to the subject field of external emails

F2 can be set up to link incoming emails that are replies to emails sent from F2. This is done by
adding a unique ID to the subject field of an outgoing email. An administrator with the "Unit
administrator" privilege can set up the subject field of all outgoing emails to include record ID, case
number, or both.

To add a suffix to the subject field of the authority’s outgoing emails, go to the "Email settings" tab
in the "Properties for the unit" dialogue. Click on the Units and users menu item on the
“Administrator” tab to open the dialogue. Choose an authority from the list and click on
Properties.

Add a suffix to the email subject to identify the original record or case.

Here you can specify some text that will be appended to the subject of outgoing emails.
The text can have two specific values:

- {ID Mo}: will be replaced by the |D Mo of the record being sent

- {F2Case Mo}: will be replaced by the case Mo of the record being sent.

Suffix for the subjed] (Doc Authorty No.: {IdNr}) |

Figure 38. Configure the subject field for emails

Tick “Add a suffix to the email subject to identify the original record or case” to use this method to
identify emails.

The “Suffix for the subject” field is used to specify the text and values that make up the subject
added to outgoing emails.

The following values can be added to the field:

e Insert “{IdNr}” to add the record ID of the outgoing email to the subject field.
e Insert “{F2CaseNumber}” to add the case number of the outgoing email to the subject field.

e Insert “{IdNr}{F2CaseNumber}” to add both the record ID and the case number of the
outgoing email to the subject field.

If only “{F2CaseNumber}” has been inserted in the “Suffix for the subject” field, a

NOTE reply cannot be related to the original email record ID.

Static text can also be inserted in the subject field. This text is added to all outgoing emails
together with the record ID or case number. The static text may be an abbreviation of the
authority’s name.

For example: “FM - ID No. {IdNr}, case No. {F2CaseNumber}”

The text outside of the curly brackets will be inserted on all outgoing emails. The text inside the
curly brackets will be replaced with the relevant record ID and case number.

F2 can be configured to remove the administrator’s option of adding a suffix to outgoing emails.
Configurations are performed in cooperation with cBrain.
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Set up automatic transfer of replies to F2 emails

It may be desirable to receive replies to emails sent from F2 in F2, while other emails are managed
in e.g. Outlook. In this case, Outlook can be configured to automatically place emails that are
replies to emails sent from F2 in the “Move to F2” folder. The emails are then transferred to the F2
inbox. This configuration is done in the email system.
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Roles in F2

Privileges let a user perform different tasks in F2. They are given to a user through the assignment
of roles. For example, if a user must be able to delete notes, the user must be assigned a role with
the “Can delete notes” privilege.

NOTE In F2's user interface, roles are sometimes referred to as "role types".

F2 comes with a number of roles, including four administrator roles. An administrator with the
“User administrator” or “Administrator” role can also create new roles.

The default roles in F2 are described below.

Administrator roles

The following section describes the available administrator roles and the associated privileges.

When F2 is installed, a user with the “Administrator” role is created simultaneously. Additional
users must be created afterwards. If an additional authority is created within an F2 installation,
another user with the “Administrator” role must be created as with the first authority. The
administrator user created for the second authority will then perform relevant tasks in this
authority.

There are four integrated administrator roles:

e Administrator
e User administrator
e Business administrator

e Technical administrator.

An administrator’s tasks can be changed by either assigning or removing privileges from each role.
Read more about assigning privileges to roles.

The administrator roles and their privileges are listed below.
The “Administrator” role has the following privileges:

» Access to cPort (add-on module, documentation available in Danish)
e User administrator

» Distribution list editor

o Extra email administrator

o Keyword creator

e Unit administrator

e Unit type administrator
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» Flag administrator

o Settings administrator

e Can import documents from the server
e Can import parties

e Meeting forum administrator (add-on module, documentation available in Danish)
» Editor of participants

» Privilege administrator

e On behalf of administrator

e Result list administrator

o Security group administrator

o Template administrator

e Progress codes administrator

e System messages administrator

e Search administrator

e Team administrator

e Team creator

e Value list administrator.

The above privileges cannot be removed from the “Administrator” role. However, additional
privileges may be added.

The “User administrator” role comes with the following privileges. These privileges may be
removed, or additional privileges may be added, by a user with the “Privilege administrator”
privilege:

e User administrator

o Extra email administrator

o Keyword creator

e Unit administrator

e Unit type administrator

» Flag administrator

e Settings administrator

e Can import documents from the server

o Can import parties

e Meeting forum administrator (add-on module, documentation available in Danish)

» Editor of participants
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» Privilege administrator

e On behalf of administrator

o Security group administrator

o System message administrator

e Team administrator

e Team creator.

The “Business administrator” role has the following privileges per default. These privileges may be

removed, or additional privileges may be added, by a user with the “Privilege administrator”
privilege:

e Access to cPort

» Distribution list editor

o Keyword creator

e Unit type administrator

» Flag administrator

e Can import documents from the server

e Meeting forum administrator (add-on module, documentation available in Danish)
o Template administrator

» Progress codes administrator

e Value list administrator.

The “Technical administrator” role has the following privileges per default. These privileges may be
removed, or additional privileges may be added, by a user with the “Privilege administrator”
privilege:

o Result list administrator

e Search administrator.

The different privileges are described in Privilege overview section.

Other default roles in F2

Besides the administrator roles, F2 comes with a number of other roles. Most of these are either
job roles or related to add-on modules. The table below describes these roles.
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Role

Access to data cleanup

Address book owner

Can delete everything on cases

Can use F2 GDPR

Case manager

Gated approver

Head of department

Description
This role is part of the F2 Data Cleanup add-on module.

Users with this role have read access to all cases in the F2
installation and access to delete all cases regardless of their
regular access to cases and records. This includes cases and
records which otherwise could not be deleted because of e.g.
registration status.

This role is automatically assigned to new users created in
F2. Allows the user to create and edit private participants in
the “Private” node in the participant register. Cannot be
assigned manually and may not be removed from users.

This role lets the user delete a case regardless of the status
of its records. When a case is deleted, a report containing
information on the case and its records is sent to the user’s
inbox. Read more about deleting cases.

This role is part of the F2 Data Protection add-on module.

Users with this role can create, delete, and edit GDPR
searches and create data protection searches. Using F2 Data
Protection, users can access all material in the F2 installation
containing personal data. Contact cBrain for further
information.

This job role lets the user log into an associated unit. The
organisation can assign privileges to the role that are
relevant to a case manager.

This role is part of the F2 Gateway Approvals add-on module.

The role is assigned to users with a gatekeeper (secretariat)
who processes approvals on their behalf. The gatekeeper
must be assigned “On behalf of” rights for the gated
approver.

This job role lets the user log into an associated unit. The
organisation can assign privileges to the role that are
relevant to a head of department.
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Role Description

the unit’s records with the “Unit” access level.

Read and write access to another  This role lets the user search for, read, and edit records in the

unit unit with which the role is associated. This means that a user
in another unit who is assigned this role has read and write
access to all the unit’s records with the “Unit” access level.

Team administrator This role is assigned automatically to users who are specified
as team administrators. The role can only be assigned
through this dialogue.

Team member This role is assigned automatically to users who are specified
as team members. The role can only be assigned through this
dialogue.

Assigning roles

A user in F2 must have one or more roles. A role contains one or more privileges in a given
authority, allowing the user to perform different tasks within.

F2 is installed with an Active Directory (a central administration of users) integration. By default,
F2 uses one of two possible AD integrations:

» “Full integration” in which roles and privileges in F2 are controlled using AD. Updates F2’s users
once a day by default.

e “Standard integration” in which an administrator must assign updated users to their respective

units.

F2 can be configured to authenticate F2 users using other LDAP servers than
Active Directory, e.g. Oracle Unified Directory. This configuration does not support

NOTE single sign-on. This means that users must enter their user name and password
every time they log into F2. Configurations are performed in cooperation with
cBrain.

The following sections are based on an F2 installation with a standard AD integration, i.e. where
the users are set up manually.

A user with the “User administrator” privilege can assign roles to users in two ways:

e Through the “Assign role to users” dialogue in which it is possible to assign a role to several
users at the same time.

e Through the “Properties for the user [name]” dialogue in which it is also possible to remove the
user’s roles. Read more about this in Assign role to a single user.
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Users with the "Decentral unit and user administrator" privilege can use the same dialogue to
assign decentral roles.

22 Assign role to users
Figure 39. The “Assign role to users” menu item

Add one or more users to the “Users” field. Then select a role to assign to the selected users, and
specify the unit in which to assign to role. Click Assign to complete the operation.

zafm Assign role to users - X

Specify which user(s) you wish to assign a role, and in which unit. Optionally, you can remove the
users from their current units,

Users

Harper Ross (Office secretary, HR) = =

Hannah Hendricks (Chief consultant, HR)

2]

I:' Remove users from their current units.
Role

User administrator -
Unit

HRw G

Assign Cancel

Figure 40. The “Assign role to users” dialogue

In this dialogue, users can also be moved from one unit to another. When the relevant users are
added to the “Users” field, tick “Remove users from their current units”. Then select a role to
assign to the users in the new unit. Click Assign to complete the move.

Assign role to a single user

Roles can be assigned to one user at a time through the “Properties for the user [Name]” dialogue.
Open the dialogue by clicking on the Units and users menu item. The user’s master data can also
be added here.

The steps below describe how Abigail Anderson from Administration is assigned the business
administrator role.

After clicking on the Units and users menu item in the “Administrator” tab, click on the Users tab
in the dialogue.

Select the user who needs a new role, in this case Abigail Anderson.
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Click on Properties.

Units and users —_ O =4
LIt Users
Users Selected user
Select user el Abigail Anderson
.
My authority = Other authorities m
= D_Dc: Autharity Deactivate
=l Administration
8 Abigail Anderson (Department head) Creation
- Amin Aslani (Department secretary)
.»’-‘-.nn Sekner (Case manager) Create user...
;—----.»’-‘-.yanna Asad (Case manager)
- Finance
#-HR
- 1T Office
- Quality
- Secretariat of the management
[#- Test unit

Close

Figure 41. Select user

In the “Properties for the user Abigail Anderson” dialogue, click on the Roles tab and then on Add
role.

Properties for the user Abigail Anderson >

Information  Reles

Raole “ | Role categor | Decentralised | Unit
Participant editor ] Doc Authority
Mailing list ovner ] Private
Department head job ] Administration

Administration employee : i Doc Authority

Add role... Remove

Figure 42. Assign a role to the user

To add a role first select a “Role type”, in this example “Business administrator”. Then select the
unit to which the role must be applied. In this example, it is the “Administration” unit.

Click on OK to assign the “Business administrator” role for the “Administration” unit to the user
Abigail Anderson.
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Add role to Abigsil Anderson - O o

it ;
My authority = Other authorities  External participants

= Doc Authority
28 Administration
- Quality
[ Secretariat of the management
- Test unit

Rele type: Business administrator =
Editing Templates and Keywords

Cancel

Figure 43. Assign a role type to a user

The role then appears in the overview of the user’s roles and job roles.

To remove a role from a user, select the role and click on Remove. The role is then removed from

the user.
Properties for the user Abigail Anderson >
Information  Roles

Rele % | Role categor | Decentralised | Unit

Participant editor ] Doc Authority

Mailing list cvner ] Private

Department head job [ Administration
Administration employee | : B : Doc Authority

Add role... Remowve
Figure 44. Remove a role from a user
NOTE It is important to select the correct unit for the user’s role. The role and its location

determine which privileges the user has in a given unit.

Create and assign roles

An administrator can create roles as needed. To create new roles, the administrator must have
either the “User administrator” or “Administrator” roles.

”

To view available roles, click on the Role types and privileges menu item on the “Administrator
tab.
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A dialogue opens and a list of the organisation’s role types can be seen by clicking the drop-down
arrow in the “Role type” field.

@ Extra unit emails
£ Role types and privileges

:% Assign role to users

Figure 45. The “Role types and privileges” menu item

In this dialogue roles can also be created and edited by clicking the buttons New role type and
Edit role type, respectively.

‘% Roletypes and privileges — O >

Role ype: Staff security group w New role type

Role category: Edit role type
Description:
Active:

COrganisation hlle Prwvilege type Group name
Digital Authonty | Archive access | Staff security group

New privilege Edit privilege Delete priviege Close

Figure 46. Role types and maintaining them

Click on New role type to open the “New role type” dialogue. Add the following information in the
dialogue:

e The name of the role.

o A description of the role’s function e.g. “Access to edit templates and keywords”.
e The synchronisation key if using full AD integration.

» Tick the “Active” checkbox to activate the role so it can be assigned to users.

» Tick the "Job" checkbox if the user will use the role to log in to F2. A user must have at least one
job role in order to log in. You cannot untick this box later.

& Mew role type — e

MName |

Description

Synchronisation key |
Actve | | Job

ca
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Figure 47. The “New role type” dialogue

You can then assign one or more privileges to the role. This lets users with this role perform a
number of actions.

NOTE A role cannot be deleted, only deactivated.
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Privileges

It is not possible to assign a privilege to a user directly. A privilege must be assigned to a role,
which can then be assigned to a user. This mean that all users that are assigned a given role type
will have its privilege(s).

Assigning privileges to role types requires the “Privilege administrator” privilege.

Privileges, as well as role types, are managed in the “Role types and privileges” dialogue. Click on
the Role types and privileges menu item on the “Administrator” tab to open the dialogue.

@ Extra unit emails
? Reole types and privileges
&% Assign role to users

Figure 48. The “Role types and privileges” menu item

The organisation’s appointed privilege administrator can distribute privileges to role types and
assign them authorities and security groups. It is not possible to create, delete, or edit the names
or rights of the privileges.

In the “Role types and privileges” dialogue, new roles can be created and assigned privileges. Read
more about assigning roles.

Assign a privilege to a role

In the “Role types and privileges” dialogue, privileges can be assigned to a role. Select a role that
needs a privilege assigned in the “Role type” field, e.g. “Access to HR” as shown in the figure
below.

{} Raole types and privileges — O =

Role type: | Access to HR i Mew role type

Role categony: Edit role type
Description:

Active:

Organisation title Privilege type Group name
Digital Autharity Archive access Autharity security group

Mew privilege ivilege Delete privilege Close

Figure 49. The “Role types and privileges” dialogue

Click on New privilege and the “New privilege” dialogue opens. See the figure below.
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B New privilege pod

Privilege type: Archive access s
Authority: Digital Authority S
Securty group: Staff securty group ks

Cance

Figure 50. The “New privilege” dialogue

Select a new privilege to add to the role. Then select an authority to which the privilege applies. A
security group can also be attached to the privilege.

Click on OK to finish.

All users with the “Access to HR” role now have archive access to the security group in the chosen
authority.

Edit or remove privileges from a role

Privileges can be edited or removed from a role type. To do this, select a privilege in the list of the
current role type’s privileges, e.g. “Archive access”, as shown in the figure below.

‘¥ Roletypes and privileges — O x
Role type: |Oﬁice secretary w New role type
Role category: |job Edit role type
Description:
Active:
Crganisation title Privilege type Group name
Doc Authaority Creates cases
Doc Autharity CSearch access
Doc fwthority Can see access informa
Doc Authority Reopener case
Doc Authority Closer cases
MNew privilege Edit privilege Delete privilege Close

Figure 51. Edit or delete a privilege

Click Edit privilege to open the “Edit privilege” dialogue. See the figure below.
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|7 Edit privilege >

Privilege type: Archive access b
Authanty Digital Authority Wt
Sacurity group: :Stsm‘ sacurity group W

conc

Figure 52. The “Edit privilege” dialogue

Select another privilege, another authority, or another security group.
Click on OK to finish.

To remove an existing privilege from the current role type, click Delete privilege. The action
cannot be undone and no warning appears.

Privilege overview

The privilege list is the same for all F2 installations (if using the same version of F2). Some
privileges are only available if the relevant add-on module is active.

To see a list of available privileges, click the drop-down arrow in the “Privilege type” field which
appears in both the “New privilege” and the “Edit privilege” dialogues. See the figure below.

B Mew privilege ot
Privilege type: Archive access et
. ~
Authority: Can add/change/remove case guides in existing cases
) Can change responsible on all cases
Security group: Can change responsible on all records
Can delete cases
Can delete notes
Can delete shared records for everyone

Can edit case templates

Can edit ext. participart Mo

Can import documents from the server

Can import participants

Can quality assure cases

Can replace an extemal participant

Can see access information

Can see participants with limited access

Can send on behalf of everybody in the authority
Can take over approval

Can use the GOPR module without extra access
Case exporter

Case importer

CBrainInstaller

CBrain Setter

CBrain SuperSetter

Closer cases

Creates cases

CSearch access

Decentral unit and user administrator

Distribution list editor

Does not have approval active in F2 Manager
Does not have bookmarks active in F2 Manager A
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An administrator with the “Privilege administrator” privilege can assign privileges and their
associated rights to users via role types. Privileges and associated rights are presented in the table
below.
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Privilege

Access to cPort

Administrator read access to all
records

Archive access

Can add/change/remove case guides
in existing cases (add-on module)

Can change responsible on all cases

Can change responsible on all records

Can delete cases

Can delete notes

Can delete shared records for
everyone

Can edit case templates (add-on
module)

Can edit ext. participant no.

Can import documents from the server
(add-on module)
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Description

Provides access to use cPort (documentation available in
Danish).

Exports are made across access levels and security
groups. They do not show content, only titles and
records.

Can read all records in F2 despite their access level.

Assigns a role to a security group. This lets an
administrator add participants to security groups.

Can edit case guides for existing cases.

Can change the responsible user/unit on a case.

Can change the responsible user/unit on a record. This
privilege is meant for users who allocate many records
and may need to reallocate responsibility, e.g. if
responsibility on a record has been allocated to the
wrong user/unit.

Can delete cases under certain conditions. The

conditions are listed in Cases.

Can delete record notes.

Can delete a record for everyone, even if the record is
shared.

Can edit case templates. Case templates can be applied
by the organisation’s users in the “New case” dialogue.

Can edit an external
number.

participant’s synchronisation

Can import documents from the server, if this is

configured.

The configuration is done in cooperation with cBrain.
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Privilege

Can import participants

Can quality assure cases (add-on
module)

Can see access information

Can send on behalf of everybody in the
authority

Can take over approval (add-on
module)

Can use the GDPR module without
extra access (add-on module)

CBraininstaller

CBrainSuperSetter

CBrainSetter

Closer cases

Description

Can import external participants.

Can quality assure cases on the case tab.

Can see access information for records, i.e. who can
view the records, and how they were granted access,
using the record context menu.

Can send records both internally and externally on
behalf of all users and units in the authority.

Can take over an approval without write access to the
approval record.

This allows for urgent processing of an approval when
the responsible user/unit or an approver is unavailable.

Read more about taking over approvals.
Can view existing GDPR searches, but not create, delete
or edit them.

The user can open GDPR searches, but can only preview
cases, records, and documents which they otherwise
would be able to see.

Can edit configurations of the F2 installation.

cBrain  recommends that all configurations are
performed in cooperation with cBrain.

Can edit configurations of the F2 installation.

cBrain recommends that all configurations are

performed in cooperation with cBrain.

Can edit configurations of the F2 installation.

cBrain recommends that all performed are done in
cooperation with cBrain.

Can complete cases.
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Privilege

cSearch access (add-on module)

Decentral unit and user administrator

Distribution list editor

Does not have approvals active in F2
Manager (add-on module)

Does not have bookmarks active in F2
Manager (add-on module)

Does not have meeting planner active
in F2 Manager (add-on module)

Editor of participants

Extra email administrator

F2Setter

Flag administrator

Keyword administrator

Limited access to data cleanup (add-
on module)
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Description

Can perform searches using the add-on module cSearch.

Can create decentral units.
Can assign decentral roles to existing users for selected
levels in the organisation.

Can create and edit shared distribution lists in F2.

Cannot see approvals in F2 Manager.

Cannot see bookmarks in F2 Manager.

Cannot see the meeting planner in F2 Manager.

Can create, edit, and delete external participants as well
as edit images for external participants.

The privilege must be attached to a

BORE node under external participants.

Can create extra emails for units.

Can edit configurations of the F2 installation.

cBrain recommends that all configurations are
performed in cooperation with cBrain.

Can create, edit, and delete flags.

Can create, edit, and delete keywords as well as assign
keywords to a unit.

Allows the user to clean up and delete cases to which
they already have write access using the F2 Data
Cleanup add-on module. The user can also access cases
to which they have read access in the module, but they
cannot delete them.

Read more about Data Cleanup.
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Privilege

Meeting forum administrator (add-on

module)

No case help for saving or sending
records

On behalf of administrator

Phrase administrator (add-on,
available in Danish)

Privilege administrator

Progress code administrator

Reopener case

Result list administrator

Search administrator

Security group administrator

Settings administrator

SSN Synchronizer (add-on module)

System message administrator

Description

Can create, edit, deactivate, activate, and delete
meeting forums.

Will not see the case help when sending or saving a
record.

For more information, see the section No case help for
saving or sending records.

Can create and delete “on behalf of” rights for all users.

Can edit phrases for merging documents.

Can create new roles and assign, remove, and edit
privileges for a role.

Can create, edit, and delete progress codes.

Can reopen cases.

Can create standard column layouts for all users.

Can create fixed searches for all users.

If the F2 Search Templates add-on module has been
configured, users with this privilege will be able to view
search templates. Search templates are configured in
cooperation with cBrain.

Can create, edit and delete security groups.

Can create, edit, and delete user settings and assign
them to individual users, new users, and based on the
users’ roles.

Can access the CPR from the properties dialogue for
participants and users and wupdate participant
information from there.

Can create, edit and delete system messages.
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Privilege Description

Template administrator Can create, edit, and delete document templates and
global approval templates (add-on module).

Unit administrator Can create, edit, move, and deactivate units.
Unit type administrator Can create and delete unit types.
User administrator Can create, deactivate, and edit users, including user

images. Can also log out a user from all F2 sessions.

Value list administrator Can create, edit, and delete value lists.

Further explanation of selected privileges

The following sections describe selected privileges in further detail.

Administrator read access to all records

Users with this privilege can search and find all records in their authority except for records in
users’ “My private records” lists or records with an access restriction which they aren’t part of. The
privilege grants read access to records with the “Involved” and “Unit” access levels which would
be otherwise inaccessible to the user.

[ Mew privilege >
Privilege type: Administrator read access to all reconds w
Authority: Doc Organisation e
Securty group:

Cancel

Figure 54. The “Administrator read access to all records” privilege

This privilege can be used e.g. when an employee leaves the organisation and the records for
which they are responsible must be reallocated.

Read access to all records is disabled by default. A user with the privilege can enable it via the
“Read access to all records” menu item in the “Misc.” menu group on the “Administrator” tab.

I:T;"?_-,, Read access to all records

Figure 55. The “Read access to all records” menu item
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Archive access

The purpose of this privilege is to attach a group of users to a security group within an authority. It
must be decided which role type is to be connected to the security group.

&l New privilege X
Privilege type: Archive access ~
Authority: Digital Authority ~
Security group: Staff security group v

OK Cancel

Figure 56. A new privilege type - “Archive access”

A user with a role containing the above privilege becomes a member of the security group. This

privilege is attached to a role type and describes an interconnection between a security group and
an authority.

Creates cases

Users can create new cases in F2 if they have a role to which the “Create cases” privilege is
attached. The privilege depends on a connection between a role type and an authority. In other
words, the access to create cases is subject to an authority.

[l New privilege X
Privilege type: Creates cases v
Authority: Digital Authority ~
Security group:

OK Cancel

Figure 57. The “Creates cases” privilege
This means that users with this privilege can create new cases in the selected authority only.

Distribution list editor
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[ New privilege ot

Privilege type: Distrbution list editor A
Authority: Doc Organisation Al
Securty group:

Cance

Figure 58. The “Distribution list editor” privilege

Read more about editing distribution lists.

Editor of participants

Users who have a role with this privilege can view and edit all external participants. External
participants are shared across authorities.

All users can create private participants, but only users with a role to which this privilege is
attached can manage the shared external participants in F2.

[ New privilege >
Privilege type: Editor of participants e
Authority: Doc Organisation A
Security group:

Cancel

Figure 59. The “Editor of participants” privilege

Keyword administrator

All users can add existing keywords to records and cases. However, only users with a role to which
this privilege is attached can manage keywords in F2. This means that this privilege lets the user
create new keywords as well as deactivate and edit existing keywords.

[ Mew privilege >
Privilege type: Keyword administrator e
Autharity: Digital Authority &3
Securty group:

Carcs

Figure 60. The “Keyword administrator” privilege

Read more about keywords in relation to departments and authorities.

NOTE Keywords are shared by all authorities in an F2 installation.
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No case help for saving or sending records

A user with this privilege will not see the case help when saving or sending records. This means
that any changes to metadata that are otherwise enforced by the case help will not apply to these
actions when performed by said user. Other instances of the case help still apply. Depending on
their setup, this means new records created by the user will have the case help box ticked and
have the user listed as responsible for the record.

Any user with this privilege may save and send records that do not meet the
NOTE e, C . . . L
organisation’s guidelines. Use caution when assigning this privilege.

55



Security groups

Security groups are used to limit the access to data in F2. An administrator with the “Security
group administrator” privilege can manage the organisation’s security groups.

Security groups are created in the “Create security group” dialogue. Read more about this in
Create a security group.

Users must have a role with a privilege pertaining to a specific security group to be included in that
group. Several roles can refer to the same security group. Users can be added to a security group
in two ways:

» Automatic allocation of a role in the “Add users to security groups” dialogue. Read more about
this in Add users to security groups.

 Manual allocation of a role with a privilege granting access to the security group. Read more
about this in Add user to security group using manual role assignment.

All security groups created by an administrator are subject to an authority since they are created
as a special unit type in F2’s organisational structure.

An overview of the creation of security groups is displayed below.

Ministry

Department Highways Agency

(Own authority) {Own authority)

Security group A

Security group B

Security group C

Arole is coupled with a security
group (belonging to an authority)
through one or more assigned

privileges

A user can also be attached
to a security group through
arole, e.g. "HR employee”

A user is attached to an
office through a role,
e.g. "Caseworker”

>

Figure 61. Security groups are created under an authority

A security group is placed one level under its authority. The figure below shows how the “Staff
security group” is placed under the “Digital Authority”.
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g Security groups O pod

Security groups

= Doc Organisation
- Departement
- Digital Authority
: E—----f-'-.utharit',r security group
- Doc Authority
- Quality

Close

Figure 62. Authorities and security groups

Once a security group is established, users can be assigned to the group. This task is performed by
a user with the “Security group administrator” privilege.

Only the users who are a member of a security group can add or remove the security group
to/from the “Access restriction” field for cases or the “Access limited to” field on a record.

A user with full write access to a record or a case can remove any security groups
NOTE added to said record or case. This includes security groups which the user is not a
member of.

Create a security group

To create a security group, click Create security group on the “Administrator” tab.

r:'i_ Create security group
A Show security groups
28 Add users to security groups

Figure 63. "The “Create security group” menu group

In the “Create security group” dialogue, enter a title for the security group and use the drop-down
menu to select the authority under which the security group will be created.

In the “Synchronisation key” field, a synchronisation key can be entered. For example, this key is
used when importing security groups to F2.
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r:"... Create security group - X

Enter the title of the new security group and select which authority to add the group to. Only
users within this authority can be added to the security group.

Title

Security group 2

Authority

cBrain -

Synchronisation key

BO7589535

Create Cancel

Figure 64. The “Create security group” dialogue

When a security group has been created through the “Create security group” dialogue, F2
automatically creates a role type and a role which can be assigned to users in the “Units and
users” dialogue. Read more about this in Add user to security group using manual role assignment.

Alternatively, users can be added to security groups in the “Add users to security groups” dialogue.
Read more in Add users to security groups.

Add users to security groups

Click on Add users to security groups on the “Administrator” tab to open the “Add users to
security groups” dialogue.

"Fl Create security group
A Show security groups
8% Add users to security groups

Figure 65. The “Add users to security groups” menu item

In the dialogue, add the relevant users and use the drop-down menu to select the security group to
which the users will be added.
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3‘ Add users to security groups - X

Choose a number of users to add to a security group.

Users
Maisy Moare (Minister, Ministry) » =
2]
Security group
Choose security group b
Doc security group A

Doc security group B Add Cancel

Figure 66. The “Add users to security groups” dialogue

Add user to security group using manual role assignment

Since a user can have several roles, the administrator must create roles whose sole purpose is to
define an association to a security group.

For example, the “Board member” role type can be attached to the “Employee security group”
within the “Digital Authority”.

This means that all users who are given the “Board member” role type will become a member of
the “Employee security group”. These users will have access to all cases and records which have
their access limited to the security group.

Follow these steps to create a new security group and add a member:

o Create the security group in the “Units and users” dialogue.

» Create a new role type in the “Role types and privileges”. See the Create and assign role types
section.

o Attach a privilege to the role type that refers to the created security group and the relevant
authority.

» Add the new role type to the user using the “Units and users” dialogue.

A user cannot see the security group if they do not have membership via a role.

NOTE This means they cannot assign the security group to records or cases.

Privileges for members of security groups are described in the Archive access section.

The following section describes how security groups and the assigned users are displayed in F2.
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Show security groups

To view all security groups, click Show security groups on the “Administrator” tab.

Records to which access is limited to a security group can only be accessed by users with roles
that include them in said security group. An administrator can add themself to security groups on a
temporary basis if they need to search for and access records with limited access.

An administrator can view security groups created in the authority by clicking on Show security
groups.

"1 Create security group
A Show security groups
8% Add users to security groups

Figure 67. The “Show security groups” menu item

If an F2 organisation consists of several authorities, they are all displayed in the security group
overview.

The security group overview can only be seen by a user with the “Security group administrator”
privilege.

To see an overview of the members of a security group, right-click on the security group and then
click on Properties.

f_‘j Security groups | oo

Securty groups

=+ Doc Orgamsation
- Departement
- Digital Authority
- Doc Authority

L - Doc Deactivate...
- Quality Delete...
Show details...

Properties... Alt+Enter

Close

Figure 68. The “Security groups” dialogue

In the example below, Hannah Hendricks, Harper Ross, and Hector Richards are members of the
“SG HR” security group.
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82 Security group - 0 X

Here you can view various characteristics of the security group.
Marne: 5G HR
Authority: Doc Autharity

Participant No: 73

Group members

MName

Hannah Hendricks
Harper Ross
Hector Richards

Close

Figure 69. Properties for a security group

Deactivate security group

A user with the "Security group administrator” privilege can deactivate security groups using the
Show security groups menu item on the “Administrator” tab.

£} Create security group
A Show security groups
88 Add users to security groups

Figure 70. The "Show security groups” menu item

In the “Security groups” dialogue, right-click on the relevant security group and select
Deactivate... in the context menu.

An inactive security group can be reactivated by right-clicking and selecting Activate... in the
context menu.
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A Security groups O >

Security groups

= D_Dc: Organisation
Departement
EI Digital Authority

S
&- Doc .IT-"-IJthDFi Delete..
- Quality

Show details...

Properties... Alt+Enter

Close

Figure 71. Deactivate security group

An inactive security group cannot be added to a case’s or record’s access restriction. Deactivating
a security group, however, does not affect cases or records on which it is already in use.

Members of an inactive security group can be added or removed as with an active security group.
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Import participants and replace record
participants

Import participants

Users with the “Editor of participants” privilege can use the “Import participants” menu item
located in the ribbon of the “Administrator” tab in the main window.

Click on Import participants to open the “Import participants” dialogue. Here, external
participants can be imported or updated via a CSV file - a format that is used to transfer large
amounts of data between different programmes and databases.

Every line in a CSV file correlates to an external participant. If the participant already exists in F2’s
participant register, the participant’s data will be updated with data from the imported file. If the
participant does not exist, it is created in the participant register.

B Import participants — pod

Here you can import extemal participants from a CSVile. Every line in the C5Y4ile
comesponds to a extemal participant. if the import file contains a participant that is nat in the
participart register, it will be created, otherwise the existing participant will be updated to
reflect the data from the import file.

Select import file

Browse ...

Select location for new participant
Please choose where in the participant register the new participants should be placed.

External participants

External participant

Add contact Properties

Import options

[] Set "Email domain belongs to participant’

Cancel

Figure 72. Import participants

Fill in the following fields in the “Import participants” dialogue:
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Field

“Select import file”

“Select location for new participant”

“Add contact”

“Set ‘Email domain belongs to
participant’”

Click on OK to complete the import.

Description

Click on Browse... to select the file.

Select a location for newly created participants in the
participant register.

If the participants in the import file must be placed in a
new node, first create the node by clicking Add
contact.

Opens the “Create unit” dialogue. From here a new node
can be added to the participant register. The new unit
can then be selected as the location for the new
participants.

Decide if the “Email domain belongs to participant” field
should be ticked in the creation dialogue for the
participants listed in the import file.

If the import file contains data for existing F2 participants, the data in F2 will be updated so they

correspond to the data of the import file.

If one or more participants cannot be imported, it is possible to save a new CSV file. The new file
will contain the participants that were not imported, along with an extra column containing error

messages.

Read more about the participant register and how to create external participants.

CSV file for importing participants

A CSV file used to import participants must contain the 31 columns from the table below. External
ID and name must be filled in. The remaining columns may be empty.
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

Column heading

External ID

Name

Name, continued

Contact person
Address

Address, continued
Zip code

City

Country code

Telephone

Fax/cell phone

Postage group

Email

Website
CVR/SSN number
CVR P number

Created date

Edited date

GroupcodeO1

Groupcode02

Description

This ID is saved with the participant. If a participant is
reimported, the existing participant with this ID is updated
with the new data from the CSV file.

This column may be empty, but must be included.

Name

This column may be empty, but must be included.

Address

This column may be empty, but must be included.

The value in this field is saved as both a fax and a cell
phone number.

The postage group. Displayed on the participant along with
the address.

The participant’s CVR or SSN number.

If this field is empty, the current date is used for new
participants.

If this field is empty, the current date is used.

DBO07 codes. The codes are saved to the participant. The
participant properties dialogue must be configured in order
to show the codes. Configurations are performed in
cooperation with cBrain.
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# Column heading Description
2 Groupcode03
25 Groupcode04
26 Groupcode05
27 Groupcode06
28 GroupcodeQ7
29 Groupcode08
30 Groupcode09
31 GroupcodelO
The "Private phone" field for the participant’s private telephone number can be

NOTE added through a configuration. Read more in Communication. Configurations are
performed in cooperation with cBrain.

Note that the columns above are shown in a table format. In the import file they must be formatted

differently. The import file must use a semicolon as a separator between columns. For empty
columns, simply do not enter anything between the semicolons. The figure below shows an
example of an import file with external participants.

H ©- s Import participants - Excel
File Home  Inset  Pagelayout  Formulas  Data  Review  View @ Tell mewhatyou wantto do...
A22 h fe v
A B C D E F G H | J K L M N o P Q -
1] 3000 Ministry of Culture Name continued Jakob Engel-Schmidt Nybrogade 2 Address continued 1203 Copenhagen DK Denmark 33445566 66666666 2 email@address.dk kum.dk
2 | 3001 Ministry of Defence Name continued Jakob Ellemann-Jensen  Holmens Kanal 9 Address continued 1060 Copenhagen DK Denmark 33445566 66666666 2 email@address.dk fmn.dk
3 | 3002 Ministry of Digital Gove Name continued Marie Bjerre Stormgade 2-6 Address continued 1470 Copenhagen DK Denmark 33445566 66666666 2 email@address.dk digmin.d
4| 3003 Ministry of Employmen Name continued Ane Halsboe-Jgrgensen  Holmens Kanal 20 Address continued 1060 Copenhagen DK Denmark 334455656 66666666 2 email@address.dk bm.dk
5 | 3004 Ministry of Foreign AffaName continued Lars Lgkke Rasmussen Asiatisk Plads 2 Address continued 1448 Copenhagen DK Denmark 33445566 66666666 2 email@address.dk um.dk
6 | 3005 Ministry of Finance Name continued Nicolai Wammen Christiansborg Slotsplads 1~ Address continued 1218 Copenhagen DK Denmark 33445566 66666666 2 email@address.dk fm.dk
7| 3006 Ministry of Higher Educi Name continued Christina Egelund Barsgade 4 Address continued 1215 Copenhagen DK Denmark 33445566 66666666 2 email@address.dk ufm.dk
8 | 3007 Ministry of Justice Name continued Peter Hummelgaard Thom Slotholmsgade 10 Address continued 1216 Copenhagen DK Denmark 33445566 66666666 2 email@address.dk justitsmin
9 | 3008 Ministry of Taxation Name continued Jeppe Bruus Nicolai Eigtveds Gade 28 Address continued 1402 Copenhagen DK Denmark 33445566 66666666 2 email@address.dk skm.dk
10 -
Sheet1 (O] E] »
= i m - 1 + 100%

If you create the CSV file as a comma-separated list in e.g. Notepad, a semicolon
must be used as a separator between columns. For empty columns, simply do not
enter anything between the semicolons.

] sV file - Notepad - | X
TIP File Edit Format View Help
IBBBB; ;Beskaftigelsesministeriet ;;;;Ved Stranden 8;;1061;Kgbenhavn K;;;72285000;; ;bm@bm.dk; ;18172748 [

3801;;B¢rne- og socialministeriet;;;;Holmens Kanal 22;;1060;Kgbenhavn K;;;33929300;;;sm@sm.dk; ;33962452
3083;;Erhvervsministeriet ;;;;Slotsholmsgade 18-12;;1216;Kgbenhavn K;;;33923358;; ;em@em. dk; ;10692485

Ln1, Col1 100%  Windows (CRLF) ANSI

Figure 73. Comma-separated import file
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Replace record participants

When importing external participants, situations can arise in which a deactivated external
participant has the same email address as an active one.

It is possible to automatically replace such record participants.

Click on Replace record participants in the ribbon of the “Administrator” tab to perform this
task.

.2% Import participants
& Replace record participants

Figure 74. The “Replace record participants” menu item

This will replace the record participant reference (docID) to each deactivated participant on records
with the newly imported active participant.

Only external participants can be replaced using this method. Internal F2 users cannot be replaced
this way.

It is possible to restrict access to specific external participants in the participant register using the
F2 Access Restriction for Participants add-on module (documentation available in Danish). An
external participant with access restriction can only be seen and found by the unit who set the
access restriction.

If a participant with access restriction is replaced by a participant without access restriction, the
record participant will refer to the latter. The access restriction is not changed for the participant
that is replaced. Replacing record participants can only be done using email addresses.
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Value lists

Value lists are lists that apply to all authorities in an organisation. Each value list represents a
group of standardised texts used in connection with different tasks.

An example of a value list is the request types, which may contain text strings such as:

» Office reply
e Report
o Alert

o For information.

An organisation’s participant types are also managed using value lists.

A value list can be used as the basis of data in extension fields through a
configuration. The external ID of the value list items are used as the storage value
in F2, which means that when a value list item is updated, it is also updated on
records and cases where it is already in use. This enables users to search for
records and cases using the current value of the value list item. Configurations are
performed in cooperation with cBrain.

NOTE

Value list administration

As a standard, value lists are created in connection with the F2 installation and maintained in the
“Value list administration” dialogue.

To open the dialogue, select the “Administrator” tab and click on Value list administration in the
ribbon.

it}

WValue list
administration

Figure 75. The “Value list administration” menu item

Click on the drop-down arrow in the “Value list administration” dialogue to select one of F2’s
value lists.

The figure below shows examples of value lists that are available in an F2 installation.
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Value list administration - M0 X

This window is used to edit a number of F2's value lists. Start by choosing the wanted value list below. Then
you are able to perform various functions using the right click menu and drag-and-drop.

Action codes a4

Approval types

Gateway approval flags
Flag

Participant types
External access
Reguest types
Annotation type
Meeting categories

Request evaluations

Reguest receiver assessments
File plans

Meeting i

|:| Show inactive | Mew value list || QK

Figure 76. The “Value list administration” dialogue
The list varies depending on the available add-on modules.

Once a list is chosen, its values are displayed in the window. Values are created as subitems for
each list.

Right-click on a value list and the following options become available:
e Create item

e Rename value list

e Sortitem

» Check for inconsistent deactivation

e Import value list

o Export value list.

Right-click on a value list item and the following options become available:
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e Create item

e Rename item

o Deactivate item

e Selectable item

e Sort item

e Import/Export item
e Item properties.

Tick “Selectable” to make the the text (type) selectable where it appears. Untick “Selectable” to
make the text visible, but not selectable.

Non-selectable texts are used as titles for value list nodes that have sub-classifications, such as file
plans.

Walue list administration - m| x

This window is used to edit a number of F2's value lists. Start by choosing the wanted
value list below. Then you are able to perform various functions using the right click
menu and drag-and-drop.

Action codes -
F Action codes (ld: ActionCode)
13 Information
Create
Control
Rename
Crganisation .
Deactvate
¥ Selectable
Sort
Import
Export
Properties

|:| Show inactive

Mew value list OK

Figure 77. The context menu of a value list item

A value list item cannot be deleted, only deactivated. Deactivating a node in the

NOTE item tree will also deactivate all value list items it contains.

Sorting value lists

In the “Value list administration” dialogue it is possible to sort value list items on any level
alphabetically. Right-click on a list, and select Sort in the context menu. F2 then sorts the selected
list alphabetically. Only the selected level will be sorted. Any sublevels will not be affected.
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Value list administration - 0 X

This window is used to edit a number of F2's value lists. Start by choosing the wanted value

list below. Then you are able to perform various functions using the right click menu and
drag-and-drop.

Groups for phrase administration -

F Groups for phrase administration (I

Creat
Adaoption reatE
it . Rename
itizenship

Data protection (GDPR
P ( ] Check for inconsistent deactivation
Mational Insurance

Import
Parental leave Export
Legalisation
I:' Show inactive | New value list || oK

Figure 78. Sorting a value list

Create a new value list

Users with the “Value list administrator” privilege can create new value lists in the “Value list
administration” dialogue. Open the dialogue and click on New value list.

Value list administration - Mn x

This window is used to edit a number of F2's value lists. Start by choosing the wanted value list below. Then
you are able to perform various functions using the right click menu and drag-and-drop.

| Select a type v |

|:| Show inactive

Mew value list I| OK |

Figure 79. Value list administration

In the “Create new value list” dialogue, enter the value list’'s name and ID.

[1 Create new value list - 0 X

MName

o |

K Cancel

Figure 80. Create a new value list
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New value lists will most likely be created in connection with the add-on modules
NOTE F2 Management Dashboards, F2 Search Templates, and F2 Task Guides. For these
modules the value list ID is used in connection with the customisation of F2.

Value list items

Users with the “Value list administrator” privilege can import value list items via an XML file or
create them directly in F2. Each value list item is defined from certain parameters which vary
depending on the type of list. Three obligatory parameters exist which are shared by all value lists:

e Type
e Name

o External ID.

These are described in detail in the table below.

Parameter XML code Description
Type Typeld Denotes the value list to which the item
belongs.

Example: “Flag”.

Name Title The name of the value list item determined by
its creator.

Example: “Urgent”.

External ID Externalld An ID that must be unique for each value list
item.

Example: “Flag_Urgent”.

The figure below shows an example of a value list item’s XML code, in this case the code for the
“Urgent” flag.

<EnumTypeImportExportItem:
<Typeld»DossierFlag</TypelDo»
<Title>Urgent</Title>
<Description />
<Externalld:>Flag Urgent</Externalld:
<Applicable»false</Applicable>
<RelatedColor>#FFFFE@008< /RelatedColor:
<Items />
<Details />
</EnumTypeImportExportItem:»
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Importing a value list item to F2

Value list items can be imported to F2 via an XML file. Depending on the file’s content, existing
value list items in F2 will be either moved or updated, and any new items will be created.

Click the Value list administration menu item on the “Administrator” tab. The “Value list
administration” dialogue opens. Choose a list from the Select a type drop-down menu.

Right-click on the top node in the list and select Import from the right-click menu. On the figure
below, the “Flag” value list has been chosen.

Value list administration - b x

This window is used to edit a number of F2's value lists. Start by choosing the wanted value list below. Then
you are able to perform various functions using the right click menu and drag-and-drop.

| Flag v
4 Flag (Id: DossierFlag)

Create

Urgent

What | am currenthy working on Rename

Must ke answered (by me) sort

Awaiting answer (from someone else) Import
Export

|:| Show inactive | Mew value list || QK

Figure 82. Context menu for the “Flag” value list

Before F2 imports the file with value list items, a message is displayed informing the user of the
effects of the import.

@ Importing value list elements of the type 'DossierFlag’ x

Importing will perform the following changes:
0 value list elements will be moved,
0 value list elements will be created,

11 value list elements will be updated.

Do you wish to continue?

| Yes || Mo

Figure 83. Importing value list items

Click Yes to execute the import and have F2 move, create, and update the value list items based
on the content of the imported file.
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Files with value list items must be in XML format and contain the correct
NOTE formatting. The formatting appears in F2’s existing value lists which can be
exported and then accessed in a programme compatible with XML files.

Creating a value list item in F2

It is possible to create value list items in F2 by clicking Value list administration on the
“Administrator” tab. The dialogue “Value list administration” opens from which a list can be
selected from the Select a type drop-down menu.

The name of the selected list type and any items that already exist are then displayed. Right-click
on the list’s name and select Create to open the “Create value list element” dialogue. On the
figure below, the dialogue has been opened from the “Flag” value list.

Value list administration - b=

This window is used to edit a number of F2's value lists. Start by choosing the wanted value list below. Then
you are able to perform various functions using the right click menu and drag-and-drop.

Flag . 4
4 Flag {ld: DossierFlag)
Urgent
What | am currenthy working on
Mu Create value list element - 0 X
A
Marme:
Description:
External ID:
Abbreviation:
Colour: I
Active: b
CK Cancel
Show inactive Mew value list QK

Figure 84. Create a value list item from the “Flag” list

Enter a name for the new value list item. F2 automatically suggests an external ID when a name
has been entered. For example, a new flag with the name “Urgent” will be assigned the external ID
“Flag_Urgent”. However, the user may overwrite the suggested external ID.

A system cannot have two value list items with the same external ID. Each value

NOTE list item must have a unique external ID.

In this dialogue it is also possible to add a description and an abbreviation to the value list item if
necessary. In order to use the item, tick the “Active” box.
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The above figure contains an additional field, “Colour”. This field is specific to the “Flag” value list.
Use this to select a colour for the newly created flag. Other value lists may have fields that are
specific to them also.
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Progress codes

Progress codes are a set of tools used to tag cases. By tagging a case with a progress code, the
case is identified as being on a certain step in a process. Progress codes are shown both in the
main window’s result list and in a case metadata field. This makes it easy to keep track of your
cases at a glance.

Show records Show cases Show documents  Show requests

Search for cases here Q O* Search criteria
Title Case No Progress code d
- IT - Templates - Technical Documentation 2021 -5 Registration
- Digital conference Q3 2021 2021-76 QA
- Digital conference Q4 2021 2021 - 81 QA
w = Team coordination 2019 -14 Evaluation
L] IT purchases and upgrades in 2021 2021 -1
HH [T - Administration and misc, 2021 2021 -6

Figure 85. Progress codes on cases in the main window’s result list

Progress codes can be set up to update automatically. You can do this either through a case guide
or by specifying a deadline for a progress code. When the deadline expires, F2 automatically
switches to the next relevant progress code. For example, your organisation might dictate that all
enquiries must be registered within two weeks. A progress code can be created to help meet that
deadline.

Contact cBrain for further information about using progress codes with case

NOTE .
guides.

It is possible to integrate progress codes with the F2 cPort module (documentation available in
Danish) in order to create an overview of deadline compliance for each progress code. F2 cPort is
used to extract data from an F2 installation for statistics and analysis.

This article describes how to create, edit, delete, and add deadlines to progress codes.

Create progress code

You can create progress codes if you have the the "Progress code administrator" privilege. Go to
the the "Administrator" tab and click Progress codes administration.

= o0 Unit types
=, H Progress codes administration
Walue list
administration | Flags for personal control

Value lists
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The "Progress codes" window opens.

Progress codes

5 N

Progress codes

Create
new
Home
Progress code a | Description | Active Z
| | v
1st round of processing Initial processing v
2nd round of processing o
3rd round of processing i
Evaluation Evaluation for pricrity cases "
Hearing v
Post-hearing o
Pre-hearing
Pre-processing research " W
Publishing
(o)) Internal quality assurance o DE
Figure 87. The "Progress codes" window
Click Create new to create a new progress code.
L

Lj Progress codes B X

Creation date 29-03-2023 16:31

Progress code ||

Description

Days to deadline I:I

Days to warning date I:I

Active |:|

| OK | | Cancel

Figure 88. Create new progress code

In the dialogue that opens, enter the relevant information as described in the table below.
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Field
"Creation date"

"Progress code"

"Description"

"Days to deadline"

"Days to warning date"

"Active"

Description
Shows the date and time when the creator clicked Create new.

Enter the title of the progress code. The title is shown in the "Progress
code" column when viewing a list of cases. This field is mandatory and thus
coloured red in the figure above.

Add a description of the progress code here, e.g. to state its purpose.

When you add the progress code to a case, this deadline is automatically
added as well. Enter the number of calendar days until the deadline. The
day when the progress code is saved to the case counts as day 0. A
progress code doesn’t require a deadline, but the progress code icon is only
shown in the case result list if a deadline exists.

Enter a warning date to decide when the progress code icon changes from
green to yellow. Enter how many days you want the warning period to last,
i.e. the period between the warning date and the deadline.

Activate the progress code. Inactive progress codes cannot be added to
cases, but do appear in searches.

How this information affects the use of progress codes is described in Cases. This includes how the
progress code icon changes colour in the result list based on the deadline and the warning date.

Click OK to create the progress code.

When using the F2 Task Guides module, progress codes can also be added automatically as part of

tasks in a case guide.

Progress code overview

If you have the "Progress code administrator" privilege, you can see an overview of existing
progress code in the "Progress codes" window.
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Progress codes
Progress codes

5 N

Create
new

[}
(1]
!
m

Home

[»]

Progress code & | Description | Active |

| | v

1st round of processing Initial processing

2nd round of processing
3rd round of processing
Evaluation Evaluation for pricrity cases

Hearing

CLLLS s

Post-hearing

Pre-hearing

<
|

Pre-processing research

Fublishing

oA Internal quality assurance v DE

Figure 89. The "Progress codes" window and its ribbon

Progress codes are sorted alphabetically by title in the "Progress code" column. Progress codes can
also be sorted by the "Description" and "Active" columns. Under each column title is a field that
lets you filter the displayed progress codes.

From this window you can edit, deactivate, and delete progress codes as described in the sections
below.

Edit progress code

Click Edit in the ribbon or double-click a progress code to edit it. The dialogue below opens from
which you can edit the progress code’s information such as title, description, and deadline.
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m Progress codes - 0 x

Creation date 02-07-2021 10:56
Progress code “Evaluation
Description Evaluation for pricrity cases

Days to deadline

Days to warning date |2

Active

QK | | Cancel

Figure 90. Edit a progress code

A progress code can also be deactivated in the dialogue. Deactivated progress codes still appear in
the progress code overview, but cannot be added to cases.

Click OK to save your changes or Cancel to discard them.

NOTE You must restart to F2 to complete the deactivation of a progress code.

A deactivated progress code stil appears on the cases to which it was added before deactivation.
This means that you can still use a deactivated progress code in your advanced searches. To do
this, go to the "Case related" search group, click the drop-down arrrow in the "Progress code"
search field, and select the deactivated progress code.

If you reactivate a progress code, it can be added to cases again.

Delete progress code

You can delete unused progress codes from the "Progress codes" window. When deleted the
progress code is removed from the list of progress codes in both the case and the "Progress codes"
windows.

To delete one or more progress codes, select them and click Delete in the ribbon.

NOTE You must restart to F2 to complete the deletion of a progress code.

If you attempt to delete a progress code that is currently in use, F2 offers to deactivate the
progress code instead.

If a progress code that is in use must be deleted, it must first be manually removed from all cases
to which it was added. Read more about manually removing progress codes.
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Setting up flags

Users can organise their work with records by using flags for either personal or unit management
in both the record and main windows. A user with the “Flag administrator” privilege is able to
define which flags are available to the users of a given F2 authority.

Select flag

Urgent

What | am currently working on
Must be answered (by me)

Awaiting answer (from someone else)

Figure 91. Example of the control flag menu on a record

Control flags are created, edited, and deleted in the “Flags for personal control” dialogue. Click the
Flags for personal control menu item in the ribbon of the “Administrator” tab to open it.

=5 Unit types
M Progress codes administration
|* Flags for personal control
Value lists

Figure 92. The “Flags for personal control” menu item

In the “Flags for personal control” dialogue an administrator can:

e Create new flags

Edit flag types

Edit flag colours

Change flag number sequence

Delete flags.
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*

I- Flags for personal control - O

Select the flag you want to work with, Select the butten 'new flag..." if you want to align
a new flag on the "Unite line'.

Urgent MNew Flag...

What | am currently working on Edit...

Must be answered (by me)

Awaiting answer (from somebody)

To iPad (urgent)
From iPad

From iPad - sync problem

Close

Figure 93. The “Flags for personal control” dialogue

When a new control flag is created it must be given a title, a colour, and a priority. The priority
determines the flag sequence. It is possible to search for flags e.g. in order to group them.

Click on OK to save the control flag.

Control flags can be used by all users in the organisation.

[*  Name flag - B X

Flags for personal contral
Title: . High priority
Colour:

No colour

Eriority: . 1

QK Cancel

Figure 94. Name the control flag

If the title of a control flag is changed, the change will apply to all records on which the flag is in
use.

If a flag is deleted, it is removed from all records on which it is in use.

If an administrator changes a flag’s colour, the change can be seen in the result
list immediately by pressing Ctrl+F5. The flag’s colour is not updated in the main
window ribbon or the context menu until F2 is restarted. This also applies to other
changes to flags.

NOTE
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Keywords

Keywords help facilitate knowledge sharing within the organisation. Keywords can be assigned to
records and cases, providing the organisation with a flexible method for searching for and
organising information in F2.

Users with the “Keyword creator” privilege can create, manage and remove keywords in F2.

Administration of keywords

Keywords are managed using the Keyword administration menu item, located on
“Administrator” tab.

Click on the Keyword administration menu item to open the dialogue in which keywords can be
created, deleted, and edited. See the figure below.

Ty Keyword administration
T% Relevant keywords for units
{_} Meeting forums
Keywords etc.
Figure 95. The “Keyword administration” menu item

NOTE Keywords are shared by all users in all authorities in an F2 installation.

Keyword administration >

Choose keyword d
8 Consultation | Titl Consutation Edit

Consultation i )
Counseal Active panod: 010117800 | |~ .31-'12.@998 5
Ccas
=HR Description
Employee case
Knowledge sharing
= Quality Control
Cuality assurance

Cuality control
Quality repor New keyword group

New keyword

[+] Show inactive keywords

Save Cancel

Figure 96. Administration of keywords
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To create a new keyword, first select a keyword group and then click on New keyword. The new
keyword will then be placed in the chosen keyword group.

A keyword can be given a description and a duration, i.e. the keyword can be set as active for a
limited period of time. Entering an end date is not required.

Only active keywords can be added to records and cases. Deactivated keywords remain on records
and cases and can still be used in searches.

Click on Save to create the keyword.

If a keyword is used on a record or a case, it cannot be deleted in the keyword
overview. However, it can be deactivated by entering an end date in the “Active

NOTE period” field. In other words, a keyword cannot be used after the end date, but it
can still be used in searches.
NOTE If a keyword is edited, records and cases on which it is used will be updated with

the edited keyword.

Relevant keywords for units

The “Relevant keywords for units” menu item on the “Administrator” tab is used to allocate specific
keywords to a unit. This helps the unit’s users select relevant keywords.

% Keyword administration
7% Relevant keywords for units
"} Meeting forums

Keywords etc.

Figure 97. The “Relevant keywords for units” menu item

The organisation may assign relevant keywords to the individual units via the “Relevant keywords
for units” window, as shown below. This makes it easier for the user to select the keywords for their
records and cases.

The unit keyword allocation also means that when a user starts typing a keyword, F2 automatically
displays relevant keywords.
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f)\ Relevant keywords for units - O x

Here you can edit the relevant keywords for the different units.
Unit All keywords Relevant keywords for the unit ‘Doc Organistaion
Filter Filter 4 HR

p Quality » Counsel

» Secretariat of the management Knowledge sharing

» Quality Control

word here to add it to the list
of relevant keywords for the unit ‘Doc Organistaion

Drag keyword here to remove it from the list
of relevant keywords for the unit ‘Doc Organistaion

QK

Figure 98. Select keywords

The three columns in the “Relevant keywords for units” window are described below.

Column Description
“Unit” Shows the organisational units created in F2.
“All keywords” Shows an overview of available keywords that can be

selected/deselected for the unit chosen in the “Unit” column.
“Relevant keywords for the Displays the keywords that are relevant for the unit chosen in the

unit [unit namel]” “Unit” column.

Assign keywords to a unit

To assign one or more relevant keywords to a unit, select it in the “Unit” column. Drag the
keywords from the “All keywords” column to the “Relevant keywords for the unit [unit name]”
column. It is also possible to add a keyword by right-clicking on it and selecting “Add keyword”.

Click on OK to mark the keyword as relevant for the selected unit.

Remove keywords from a unit

To remove a keyword, simply drag them from the “Relevant keywords for the unit [unit name]”
column to the “All keywords” column. It is also possible to remove a keyword by right-clicking on it
and selecting “Remove keyword”.

Click on OK and the keyword is no longer marked as relevant for the selected unit.
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System messages

Users with the “System message administrator” privilege can create system messages that are
sent to the users of F2.

This can be important messages about unscheduled downtime or other information pertaining to
the performance of F2 and which affects all users.

Q

System
Messages

Figure 99. The “System messages” menu item

A system message is displayed on the screen in front of all other windows if the user’s F2 is active.
Click on System messages to open system messages.

System messages can be created, edited and deleted in the dialogue that opens. There are two
types of system messages:
o Start-up: The system message is only displayed when F2 is started.

e Push: The system message is pushed out to all users at a specific time. The message is
displayed on the users’ screens immediately.

':E' Systermn messages pod

Below the list of current system messages is displayed. You can create, edit and delete
system messages.

From To Message
09-02-2022 07:00 09-02-2022 11:59 Time for an update

Mew Edit Delete

Clozse

Figure 100. The “System messages” dialogue

The administrator can specify the system message type in the “System messages” dialogue by
clicking on New. Select a type from the drop-down arrow in the “Type” field. Then enter a title for
the system message, select when to display it and enter its content.
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@ System message - x

Type: | Push A |
Title: | Time for an update |
Shown from: | 00/02/2022 4] | 07:00

Shownto:  |09/02/2022 [ 11:59]

& © © Calibri 12 v b /7 u Av 2~ E T 3F E £ E E 00%v

Hi everyone,
Your F2 will be updated at 12:00 today.

JIT Office

Save Cancel

Figure 101. Create a new system message
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The participant register

F2 contains a participant register that is shared by the entire organisation. It consists of
participants that can be accessed by all F2 users regardless of unit.

To open the participant register, click the 22 Contact registry icon above the list view in the left
side of the main window.

The participant register is then displayed as a tree structure in the list view, while the content of a
selected list is displayed in the result list.

cBrain AcCloud02

ew lew Digital Post B New uest ) Openc
N New Digital P B} New FOI req % op
New document (B New e-Boks New Md mail Flag: Select fla Flag: Select fia Show all reminders
Goto New O e 8 o 0 < o t  Advanced Search Search
d-  record @ Newapproval [E3 New output manager Ope Deadline: Deadline: search  history
New Reply Me IT Office Print Search Calendar cSearch

of ITOffice  +
R E & 26 General Private  Other

| Search in lists

| | Search the participant register

Y Filer v O Search criteria v

» o Favourites
2. A
» =8 IT Office

4 =8 Doc Authority
4 =& Administration
o8 Finance
o HR
» =5 IT Office
¥ =8 Quality
¥ =8 Secretariat of the management

» =& Doc Organisation

L+ External participant

Name 1 Email SSN/CVR no Mobile

Ireene Todd ito@doc.gov.uk
Ishwar Tagore ita@doc.gov.uk
Klaus Salomon ksa@doe.gov.uk

Test unit

@ o

Name

Telephone Address

I»]

Name | Ireene Todd

User name | Ireene Todd

Initials | mo

Title |

Contact

Email | ito@doc.govuk

fhone | |

Z» Private |

Al ] O Mobile

Items: 4 - updated today 08:45 (3 minutes ago)

Figure 102. F2’s participant register in the main window
The participant register consists of three types of participants:

» Internal participants: Users who are created and maintained in F2 via “Units and users”. If a
user is moved from one F2 unit to another, this change is applied to the participant register as
well. Use the “Units and users” dialogue to manage internal participants.

» External participants: Participants who are either created manually by a user with the “Editor
of participants” privilege or automatically. F2 automatically offers to create an external
participant when an email is sent from or received in F2 and the recipient or sender is unknown
to the participant register.

» Private participants: Participants that are created manually by a user without “Editor of
participants” privilege are private participants. If an F2 user receives an email from a sender
that is unknown to the participant register, the user can choose to place that participant in the
“Private” node.

Participants created as “Private” can only be seen and maintained by the user who created
them.

When an external participant is added to a record or a case, their information is copied from the
participant register. However, if the external participant’s information is updated in the participant
register, e.g. due to an address change, the updated information is not copied to records or cases
to which participant was already added.
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Participants are created in a tree structure with the organisation’s name at the top, then the unit
and lastly contacts.

External participants

External participants are used as senders, recipients, and case participants on a record or case.

Users with either the “Editor of participants” or “Administrator” privilege can create and edit the
shared external participants in F2, i.e. information on contacts and their organisation.

Through configurations it is possible to allow all users to create and edit external participants in
either the entire participant register or in specific nodes. The configurations are disabled by
default. Configurations are performed in cooperation with cBrain.

Create external participants manually

External participants can be created manually by users with the “Editor of participants” privilege.
The participants are organised in a hierarchy and can be moved around. This means that both
organisations and individual contacts can be managed in the participant register.

To create a new external participant, right-click a unit in the “External participant” node. Then click
Create new participant.

4 5. External participant

- SKI
Related r
» Private Change image
Remove image

Cpen in a new tab

Create new participant

Move participants
Delete participants

Properties

Figure 103. Create external participant

The “Create new participant” dialogue opens, and the relevant fields can be filled in. See the figure
below.
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ﬁ Create new participant

General Ildentification  Other

"? External participant

General

| |

| |

|:| This participant i the email domain owner (%

Phone | |

Maobile | |

Address

Addreszs 1

Address 2

City

Country code

Pastal code | |

oK

Figure 104. The “Create new participant” dialogue
Click on OK to register the as an external participant in the selected organisation.

Create external participant automatically

If an email is sent from or received in F2 and the external sender or recipient is unknown to the
participant register, F2 can be set up to automatically suggest creating the unknown participant in
the shared participant register. To do this, click on Setup on the “Settings” tab in the main window.
Go to the “Records” tab and scroll down to the “Create participant” section. Here, tick “Suggest
creating participants which don’t currently don’t exist when editing or sending a record”.

The example below shows an email sent to F2 from Benoit. The dialogue informs the user that this
participant cannot be found in the participant register. The participant may either be created as a
new participant or replaced by an existing participant using the Replace selected button, which
opens the participant register.

F2 has also registered that that unknown recipient is using the domain @cloudpost.com, and that
other known participants have the same domain. Therefore, F2 suggests placing the unknown
participant in the same domain group. Using the Select location button, it is possible to select a
different location.
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r~ . . . .
a4 Create participants in the participant register - B X

The following participants do not match anyone in the participant register. Do you want to create them as new participants?

You can choose to manually replace the participants if they are already in the register. If you create new participants, you can choose
their location in the participant register.

Email | Narme | Location
benoit@cloudpost.com bencit@cloudpost.com ski (ski@cloudpost.eom)
Replace selected Skip selected Select location
Create participants Skip

Figure 105. F2 suggests placing a new participant under an existing one

When the email domain is found on an existing participant and the box “This participant is the
email domain owner” is ticked, F2 suggests placing the new participant with the same domain
under the existing one in the tree structure. For example, the participant SKI owns the
@cloudpost.com domain as shown to the right. Click on OK in the dialogue above to save Benoit
under the same participant as SKI.

An administrator should regularly check that newly created participants are placed correctly in the
external participant hierarchy.
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General Ildentification  Other

e External participant

General

Mame | ski |

Ermaal | skifcloudpost.oom |

This participant i the email domain owner (%

ohone [ ]

KMaobile [ ]

Address

Addreszs 1

Address 2

Pastal code

City

Country code

,_,,_,,_,,_,,_,

OK

Figure 106. Participant who owns an email domain

User and participant images

In the participant register images can be added, changed or removed for users, units and external
participants. A user with the “Editor of participants” privilege can add, change or remove images
for external participants. A user with the “User administrator” privilege can add, change or remove
images for other users in the authority. A user with the “Unit administrator” privilege can add,
change or remove images for units within the authority.

To add or change a participant’'s image, open the participant register by clicking on Contacts on
the navigation line in the main window. From here, right-click on a participant, and select Change
image in the context menu.
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Search for contacts here

Mame a | Email | SSN/CVR no
Ministry
Politics
Sadie Maxwell sami@doc.gov.uk i
Change image
Sebastian May sma@doc.gov.uk )
Remove image
Shapoor Mousaw shm@doc.gov.uk
Related 4
Sienna Morton sim@doc.gov.uk .
Properties

Sidn Moynihan
Stanley Matthews
Stephen Murray

smo@doc.gov.uk
stri@doc.goviuk

smu@doc.gov.uk

010203-1235

Figure 107. Right-click on a participant in the participant register

In the “Change image” dialogue, click Browse to select an image from either a local or external
drive on the computer. Use the zoom bar below the image to adjust the size. Then click on OK to

add or change the image.

[ - [

Sprcity imsge

image mamgln

Chogde # imnage 10 upload. |\ U Blocumants),

&+

oK Sl

Figure 108. The “Change image” dialogue

F2 users can change their own image through the user identification in the upper right corner of

the main, record, and case windows.
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Teams

A team is a group of F2 users from different units within the same authority.
Teams in F2 are used for various purposes:

e As access groups in the “Access restricted to” and “Limited access” fields on records and cases.
» As supplementary units on a record.

» As email, chat and note recipients.

» As participants or stakeholders on meetings that are managed via the add-on modules F2

Manager (ad hoc meetings) and F2 Meetings (documentation available in Danish).

Teams can be created by users who have roles with the “Team creator” privilege.

Teams are managed in the “Teams” dialogue. Click on Teams on the “Settings” tab in the main
window.

=§= Teams
@ Distribution lists

Phrase administration
Teams & Lists

Figure 109. The “Teams” menu item

The “Teams” dialogue opens. Here teams can be created, edited, displayed, and deleted.

si2  Teams - B0 x

Here you can search for teams, start editing teams and create new teams
Hald the mouse over the team’s title to quickly view the names of the team members.

Search
Title: Teams with title containing ) b4
Member: | Teams with this user as member ;: Administrator: | Teams with this user as administrator ;:

Title Mumber of members  Administrators  Description

Sales team 2 Docadmin

MNew Edit Delete Show Close

Figure 110. The “Teams” dialogue
Click on New to create a team. In the dialogue, add:

o Title.

» Description.
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e One or more team administrators to maintain the team.

» A synchronisation key if you want to automatically update the team. Synchronisation is often
through AD, but can also be with other systems (e.g. cBrain’s M4 system).

A tick in the “Active” box to activate the team so it can be used on records and cases.

¢ Team members, either individual users or distribution lists.

it Create team - 0 x 82 Cdit team - B X
About About
Title: [ | Title: |HR team |
Description: | &l | Description: | &l |
Administrators: | Ireene Todd: 3!| Administrators: | Select persons 33|
| |

Synchronisation key: |Specify if team is to be updated via synchronisation. Synchronisation key: |Specify if team is to be updated via synchronisation.

Active  Participant No: Active  Participant No: 77
Members Members
Select a person or a distribution list s | ISeIect a person or a distribution list 3=|
Abigail Anderson ®
Amin Aslani ®
Charlie Carter ®
oK [ Delete |[ ok [ Cancel

Figure 111. Dialogues for team creation and editing
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Distribution lists

Users who have a role that is assigned the “Distribution list editor” privilege can create and
manage the shared distribution lists in F2.

It is possible to add units and users (also from other F2 authorities) as well as external participants
to a distribution list. A distribution list can contain a mix of participants from the user’s own
authority as well participants from other authorities, units and external participants.

It is also possible to add a distribution list to another distribution list, along with units, external
participants and individual users. This makes it easier to maintain the distribution lists. If changes
are made to the organisation it is only necessary to update the original distribution list. All
distribution lists that contain the original list are then automatically updated.

Some distribution lists cannot be edited in F2. For example:
» Distribution lists that are synchronised with Exchange
» Distribution lists for units and teams.

For more information on creating and editing distribution lists, see Settings and Setup.

Changes to a team or unit name will not be displayed on the team’s or unit’'s
distribution list. However, it is possible to edit the name of a unit’s distribution list.
To change the name of a team’s distribution list, the team must be deleted and
recreated with a new name.

NOTE
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Setting up the main window and the
result list

The main window

This section describes how a user with the “Search administrator” privilege can define, create, and
manage the fixed or unit-specific searches that are displayed in the main window of the authority’s
users.

Setting up fixed searches

F2 has a number of predefined standard lists. These are accessed on the left side of the main
window. New lists can be created by users and administrators when saving advanced searches.

Fixed searches apply to one of the following:

e The individual user (location: “Personal”)
e An organisational unit (location: “Units searches”)

« All (location: “Standard”).

The last two types of fixed searches can only be created by a user with the “Search administrator”
privilege, but they can be used by all users in the F2 authority. Fixed searches can also be created
from saved search templates (add-on module), if any has been configured. The following sections
explain how fixed searches are created.

Create fixed searches

An administrator can create a fixed search for either a unit or the entire organisation. First perform

an advanced search, then click on Save search.

Show records Show cases Show documents  Show requests

= L — e -
| |Sear5" for records here b Clear search critenia I+l Save search CF Search criteria =

Advanced search E
W Favourite search fields

A All search fields

Need a specific field? Start typing its name here

-\;H General
(%) Responsibility

'\3' Delivery

() Case related

Figure 112. Save search

Give the search an indicative title and determine its visibility. Besides saving it as a personal
search, you can make the search available to all users ("Standard") or specific units ("Units
searches"). For the latter, specify the unit(s) to which the search is visible.
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k-l Save new search - 0 x

Title: | Meeting agendas 2018

Only visible for me
Visible for all
Visible for wunits (and sub-units)

Secretariat of the management =

QK Cancel

Figure 113. Save a search as a unit search

Click on OK to save the search in the main window under either the “Standard” or “Units searches”
list node.

Searches can be further qualified by entering more search criteria.

Standard lists and searches

F2 comes with a number of standard lists and searches defined by cBrain, which an administrator
may remove or edit. In addition, an administrator can create fixed searches that are available
either to all users in a unit (and any subunits), all users in an authority, or all users in the
organisation (multiple authorities)

All users can view standard lists and searches to the left in the main window. They are divided into
two nodes, Standard and Units searches. This division applies to both lists and searches that
come with F2 and those created by administrators.

Delete fixed searches

Any user who creates and saves a personal search can also delete it.

If a technical administrator or an administrator creates a fixed search in either Standard or Units
searches, it can only be deleted by an administrator.

The latter type of fixed search can be deleted as described below.

All unit searches must be shown in the main window before an administrator can access them. Go
to the Administrator tab and click Show all unit searches.

|:| cPort E;r Installation references * Log out user

I:"_‘a Read access to all records @ Show search templates

(£} Document import from server | 2 Show all unit searches

Misc.
Figure 114. The "Show all unit searches" menu item

The main window’s list view now includes all units across all authorities in F2. The relevant search
in any given unit can then be deleted using the context menu.
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Archive =+

g
A Y E S 2B

| Search in lists |

» Favourites
¥ [7] Standard

4 95 Units searches
4 =7 Doc Organisation
Development Authority
4 Digital Authority
[ Digital Administration
» Digital Quality
[ Digital Secretariat of the Management
4 Doc Authority
[ Administration
b Quality
» Secretariat of the management
Environmental Department
[ In process: Me
[ In process: Unit
D Deadlines tomorrow: Me
D Deadlines tomorrow: Unit
O r2 Requests to unit
[ F2 Requests from unit

-
o Personal searches

Figure 115. Unit overview
Click Show all unit searches again to return to the standard view of the main window.

Shared folders in the main window

No privilege is needed to create, edit, and delete shared folders. However, it is important that the
organisation considers the overall structure or develops guidelines for use of the shared folders.

Shared folders can be accessed by everyone within an authority. It is advisable to create two
general folders:

« An area of responsibility or organisational folder.

» A folder for cross-organisational areas such as projects.

F Falders
(@ cSearch results
13 Personal folders

£ Production dashboards results

4 =, Shared folders (Doc Authority)

3 150 guidelines

1 Knowledge sharing

r E Misc
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Figure 116. Shared folders in the main window

Setting up standard column layouts for search results
and folders

In F2, the result list display settings are referred to as the column layout or the column settings.
The column layout is used in the main, record, and case windows and contains information on:

Which columns are show in the result list

Column sequence
e Column width

e Sorting sequence

Grouping, if any.
F2 defines the following levels of column settings:

» Basic column layout: Predefined column settings that are present in F2 upon installation.

 Global standard column layout: Created by an administrator. In F2 also called “Global
standard column settings”.

 Standard column layout: Created by individual users. In F2 also called “Standard column
settings”.

The following applies to all the three levels of column settings:

e The basis column layout is delivered with F2 and cannot be edited.

o If an administrator creates a new unit search, the current column layout becomes the global
standard column layout for the new search.

e If an administrator creates a new global standard column layout, it is applied to all users within
the organisation.

« If a user makes changes to their column layout, it can be saved as a standard column layout. If
a user changes their column layout without saving it as a standard column layout, F2
remembers the column layout for the current list only.

Read more about setting up the personal column layout.

Setting up a global standard column layout

A user with the “Result list administrator” privilege can define, create, and maintain the global
standard column layout in F2. This layout applies to all users within the organisation who have not
created a personal column layout or a standard column layout. The global standard column layout
is not applied to the user’s result list if they have set up a standard column layout or a personal
column layout for the list or already accessed the list. Users who want to use the global standard
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Generally, it is the administrator’'s setup of the standard column layout that determines how the
result list is presented to the users. This means that an administrator can help improve the result
list for F2 users.

Four different types of global standard column layouts can be created based on the following
views:

Records

o Cases

¢ Documents

Requests.

Main window Settings Administrator Help
E {} Preview: Right alignment ~ [ Reset layout ~ @ Refresh search lists [
N N . Ll.‘ Case list  Top alignment ~ [ save standard column layout = 5 =
Goto Goto etup ser i ] igni
case » record - settings Edit favourite search fields
Mavigation Setup View Lists Signi
[ Archive +
B = B & 2 B Show records  Show cases Show documents  Show requests

Figure 117. Result list views in the main window

A global standard column layout can be created for each view. The following elements are
adjustable:

e Which columns to display
e Column sequence
e Column width

e Sorting sequence, so that results are sorted by a column, e.g. the “Responsible” field on
records.

e Grouping, if any. The administrator can decide whether auto grouping is toggled.

The following example goes through the steps of creating a global standard column layout for the
record view:

. Click on Show records above the result list.
. Right-click on any column. Then select Columns from the context menu.

. The “Select columns” dialogue opens. Select the relevant columns, then close the dialogue.

A W N BB

. Rearrange the columns in the result list by dragging one column at a time to the desired
location. Adjust the column width by dragging the sides of the column titles.

5. Select the column by which to sort the result list.
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Main window Settings Administrator Help - Abigail Anderson (Administration] ~

E {} Preview: Right alignment -| [ Reset layout ~ @ Refresh search lists ’: @ Document templates 222 Teams E:
N N - Caselist: | Top alignment ~ [F7] Save standard column layout = @ Approval templates B Distribution lists A:h?

Goto Goto  Setup  User Signatures  Language
c d~ settings Edit favourite search fields

ase~ reco grouping orouping
Navigation Setup View Lists Signatures Language Templates Teams & Lists ‘Grouping

Figure 118. Activate auto grouping

In order to update the new column layout in the database, F2 must be restarted. After a restart,
the global standard column layout can be saved by clicking the drop-down arrow in the “Save

standard column layout” field located on the “Settings” tab. Then click on Save global standard
column settings.

Main window Settings Administrator Help
E e Preview:  Right alignment  ~| [ Reset layout ~ @ Refresh
- - - Caselistt | Top alignment ~ [ Save standard column layout *
Goto Goto Setup  User
case » record - settings [D Save standard column layout
Mavigation Setup View EH Save global standard column settings

Figure 119. Save global standard column settings

The standard column layout will then be applied to all users without a personal column layout or a
standard column layout.

When you save new global standard column settings, you also overwrite the
NOTE previously saved standard settings. It is always the most recently saved standard
column settings that apply.

The same procedure is used for creating global standard column settings for the case, document,
and request views.

F2 updates can affect metadata fields, i.e. add or delete fields. It is necessary to

NOTE manually check how updates affect fixed standard searches.
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User settings

The “User settings” menu item provides access to defining and creating a number of user settings.
User settings include user setup, column settings, and list settings.

By default, user settings are defined using as a user’s existing setup and settings. It is possible to
select all or parts of a user’s setup, column and list settings as content for new user settings.
Saved user settings can be obtained by the users themselves. An administrator can also assign
certain settings to selected units and role types.

Create a dummy user for each type of user in your organisation. This way of
TIP creating and pushing settings makes it easier to keep track of the settings that are

currently in use.

A user with the “Settings administrator” privilege can create, manage, and assign user settings to
other users. These administrators can also assign specific role types to user settings. This means
new users are automatically given settings that correspond to their role, while existing users will
keep their own settings. This makes it possible to create user settings that differ from role to role.

If a user has multiple roles, the role priority decides which user settings are applied. Via the “User
settings” dialogue, different user settings can be reused across the organisation.

The User settings menu item, located on the “Settings” tab in F2’s main window, opens the “User
settings” dialogue.

s

User
settings

Figure 120. The “User settings” menu item

This dialogue is used to manage and assign user settings and column settings to users or role
types.
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User settings Manage user settings

L (v
se this user's
settings

MNew users

User settings

Case manager in Quality
Hugos Column Setting
Vibekes setting

User settings
Column settings
User settings

User sethings | Setting type | Last updated

Docadrmin User settings 14-02-2022 10:32
Head of HR User settings 20-11-2018 14:45
Case Work User settings 13-03-2017 1e:09
Case worker Column settings 21-02-2017 12:43

11-11-2016 14:51
11-11-2016 14:31
11-11-2016 1427

Figure 121. The “User settings” dialogue

The dialogue has three tabs:

» "User settings". All users have access to this tab. Read more in Settings and setup.

* “Manage user settings”.

e “New users”.

Manage user settings

The “Manage user settings” tab is described below.

On this tab, a user with the “Settings administrator” privilege can create, manage, and assign user
settings to other users.

104


file:///home/docker/antora/pdf-generation/pdf-cache/components/en-GB/docs/docs-en/10/modules/administrator/settings-and-setup/pages/user-settings.html

User settings Manage user settings

User settings

Mew users

L3 [ Edit e e

Newt;ter LA Re-fmser ﬂssigser

settings settings settings
User settings a | Setting type | From user Visible | Last updated
Case manager in Quality  User settings Klaus Salomon v 11-11-2016 14:51
Case Work User settings Abigail Anderson W' 13-03-2017 16:09
Case worker Column settings Klaus Saloman w 21-02-2017 12:43
Docadmin User sethings Ireene Todd w 24-06-2016 13:39
Head of HR User settings Charlotte Quinlevan (v 20-11-2018 14:46
Hugos Column Setting Column settings Hedrek Runnalls W' 11-11-2016 14:31
Vibekes setting User settings Fatima al-5afar w 11-11-2016 14:27

Figure 122. The “Manage user settings” tab

The tab has the following menu items:
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Function Description

{3 Add a new user setting to the user setting list. Read more in the Create
o« a new user setting section.
New user
settings
2 Edit Edit the selected user setting. In the “Edit user settings” dialogue name
and visibility can be changed. Click Next to view the individual user
settings.
niig . .
@] Edit user settings x

Here you can change the name and view/edit the configuration details
(Mext).

Mame: | Case Work

User: | Abigail Anderson =
Type: | User settings
Visible to users

Mext Cancel

Figure 123. The “Edit user settings” dialogue
¥ Delete Permanently delete the selected user setting from the list.

2' Retrieve the user’'s latest user settings, updating the selected user
Y

Re-fetch user settings.
settings

Assign the selected user settings to users or role types. Read more in

.") the section Assign user settings to users or role types.
Assign user

settings

The tab contains the following columns:
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Column Description

“User settings” Displays the title of the user setting.

“Setting type” Displays the type of user setting.

“From user” Displays the name of the user whose user setting has been copied.
“Visible” Shows whether the user setting is visible and retrievable to other users.
“Last updated” Displays when the user setting was last updated.

Create a new user setting

The following section describes how new user settings are created and assigned to users. Three
types of user settings exist:

e Column settings
o User settings

o List settings.

On the “Manage user settings” tab, click on New user settings to open the dialogue below.

E'. MNew user settings X

MNarme: |Case manager HR

Uzer: Harper Ross (Office secretary, HR) =2
Type: | User settings b
Visible to users

Mext Cancel

Figure 124. Create a new user setting
Add a new set of “User settings” by specifying the following:

e The name of the new user settings.

The name of the user on whom the settings are based.

Select the type.

o Tick the “Visible to users” box to allow other users to retrieve the setting.

Then click on Next.

If “User settings” is chosen as the type, the “Setup” dialogue opens. See the New user settings
section. If “Column settings” is chosen as the type, the “Choose column settings” dialogue opens.
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New user settings

Select “User settings” in the “New user setting” dialogue and click Next to open the “Setup”
dialogue. Here the different options for the new user settings can be selected.

& Setu p o

(® ) General

(]
o

‘ X
° 1
‘ X

[»]

Desktop icons
Main window Select which icons to show on your desktop

— D Application icon on desktop

D Shorteut to archive folder

D Records |

[y

P
S

Record view

=| Documents Imported email
Chat Access level for records based on automatically imported emails:
All -

Cace i
Lase guides

Archive record

If | am responsible, mark the record as complete when | select "Archive’

e

i _,-s s

Maove record to folder

r‘ A

0K || Cancel |

Figure 125. The “Setup” dialogue with sliders

It is possible to include the entire setup of the selected user in a new user setting. To do this, click
on the slider above the tabs in the upper left corner of the “Setup” dialogue (1). Once the slider is
blue, the entire setup is chosen. If the slider is white, none of the user’s setup options are chosen.

It is also possible to include all settings of a single tab in a new user setting. To do this, first click on
the relevant tab to the left, then click on the slider in the upper right corner of the dialogue (2). All
sliders for that tab will turn blue, indicating that all the tab’s settings are included in the new user
setting.

In addition, it is possible to include individual setting options on a given tab in a new user setting.
Click on the relevant tab, then click on the slider for each setting (3) to be included in the new user
setting. The sliders for the selected settings will turn blue.

Once the wanted settings are chosen, click on OK at the bottom of the dialogue to save the
settings for the new user settings. The set of new user settings is then added to the list of available
user settings which may be retrieved by users or an administrator can assign to selected users and
roles.
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New column settings

When “Column settings” is chosen as the setting type, click Next to open the “Choose column
settings” dialogue. Here it is possible to select which lists, folders, etc., to include in the new
column settings.

The only active columns are those saved by the user whose settings serve as the basis for the new
standard settings. The user’'s column settings must be updated in the database. That means the
user must restart F2 in order to save the column settings in the database.

The column settings include all views of the user on which they are based, i.e. “Show records”,
“Show cases”, “Show documents”, and “Show requests”. If the user did not set up any column
settings for one of the views, e.g. “Show documents”, no column settings for this view is included
in the new column settings.

E... Choose column settings - B X

Select below the lists, folders etc. for which you want to save column
settings. Only column settings that have been saved by Harper Ross (Office
secretary, HR) will be active,

y |:| Select all

I:' Users saved standard column settings

4 |:| Standard

I:' D Archive

* My inbox

i My desktop

I:' B My archive

|:| ¥ My sent records

& My chatted records

|:| (] Approvals

|:| * Outbox

b |:| Units searches

v[]  unit

» Folders

b Misc.

b Meetings
»[]  Other

QK Cancel
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Click on OK to complete. The column settings will be added to the list of available user settings.

It is not possible to assign or retrieve columns separately. All columns belonging to

NOTE . . . .
a list must be assigned or retrieved collectively.

When a new set of column settings is retrieved or assigned as a user setting, F2

NOTE must be restarted for it to take effect.

New list settings

When “List settings” is chosen as the setting type, click Next to open the “Select list settings”
dialogue. Here it is possible to select which lists, folders, etc., to include in the new list settings.

The settings for the selected lists are included in the saved list settings.
For each selected list, the following settings are saved:

e Whether the preview is shown or hidden and its alignment.

e Whether the result list shows records, cases, documents, or requests.

» Case list alignment.

e Whether advanced search is enabled.

Only list settings saved by the user on whom the settings are based will be shown. The user’s list
settings must be updated in the database. That means the user must restart F2 in order to save

the list settings in the database.
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E.. Select list settings - B X

Select the lists, folders, etc. for which to save your list settings. Only list
settings saved by Abigail Anderson (Department head, Administration)
will take effect. The following count as list settings:

Display/hide preview.

Show either records, cases, documents or requests.
Case list alignment.

Display/hide advanced search.

P |:| Select all

F| |:| Standard
[ Archive
* My inbox
& My desktop
|:| 4 My archive
|:| ' My sent records
|:| # My chatted records
@ Approvals
[] 2 Outbox
b |:| Units searches
b Unit
] |:| Folders
] |:| Misc,
] |:| Meetings

QK Cancel

Figure 127. The “Select list settings” dialogue

Click OK to complete. The new list settings is then added to the list of available user settings which
may be retrieved by users or an administrator can assign to certain users and role types.

When a new list setting is retrieved or assigned as a user setting, F2 must be

NOTE restarted for it to take effect.

Assign user settings to users or role types

There are two ways to assign user settings:

» Allocate to users: Assign user settings to users, units, distribution lists, and teams.
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» Allocate to role type: Assign user settings to users with a certain role type, for example a user
with the “Technical administrator” role type in a certain unit, distribution list, or a team. User
settings can also be assigned to all users with the specific role type.

Select the wanted set of user settings from the list on the “Manage user settings” tab. Then click

on Assign user settings.

A new dialogue opens. Choose either “Allocate to users” or “Allocate to role type”.

E} Assign user settings x
Allocate user setting: 'Case manager in Quality' to selected users or role types.
@ Allocate to users O Allocate to role type
Users: | Carmen Collins (Case manager, Quality Control); 33
Quinn Campbell (Case manager, Quality Control); @]
| Continue | | Close |

Figure 128. Assign user settings to users

Select “Allocate to users” to enter the users, units, distribution lists, or teams to receive the user
setting in the “Users” field.

Select “Allocate to role type” to allocate the user setting to a role type from the drop-down menu in
the “Role type” field.

e i i
&5 Assign user settings X
Allocate user setting: "Docadminl’ to selected users or role types.
O Allocate to users @ Allocate to role type
Role type: | Please select a role type b |
Units: Select units, distribution lists or teams st
2]
| Continue || Close |

Figure 129. Assign user settings to a role type

Click on Continue.

The users that will receive the user settings are displayed in the dialogue. It is possible to add a
message to the users. Complete the allocation by clicking Allocate.
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% Assign user settings x

These users will get the user setting 'Docadmini’:

[reene Todd
Klaus Saloman

Ishwar Tagore

Message to users: {optional)

Dear all,
Your user setttings have now been updated.

Best,
Your ﬁ.dmir{

Allocate Cancel

Figure 130. Send a message to the selected users

The user settings are then assigned to the selected user(s). This is shown by a Windows
notification that appears at the lower right corner of the screen. When the user settings have been
assigned, click the Close button.

Users automatically receive a record in their inbox when they are assigned new user settings.
The record contains the following information:

e The user’s existing settings have been updated with new user settings.
e The time and date for the update.

» A message from the administrator, if any.

F2 must be restarted for newly assigned or retrieved user settings to take effect.
NOTE The assigned user settings will overwrite any changes to the user settings
performed by the users themselves.

New users

The following section describes the “New users” tab in the “User settings” dialogue.

Here, a user with the “Settings administrator” privilege can assign user settings to a role type. As a
result, new users are automatically given user settings assigned to their specific role type.

This means that a “Chief consultant” role type can have different user settings than e.g. the “Case
manager” role type.
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User settings

User settings Manage user settings New users

I_I e Delete Move upward
i &

) ) Move downward
Save Link user settings
to role type

Here you can link role types to user settings so new users automatically get the setup that corresponds to their role. Note
that this applies solely to new users - existing users keep their own setup.

Prioritise the role types (for users who have multiple roles) using the arrows above (the setting types are independent).

Role type | User setting | Setting type

HR security group HR Manager List settings

Case manager Case manager in Qu... User settings

Chief consultant Docadmin User settings

[] ]

Figure 131. The “New users” tab

The menu items on the “New users” tab are described below.

Function Description
I_I Saves any changes, including the association of user settings to a
. role type.
Save
Q Links user settings to a role type. Specific user settings can be
& assigned to a specific role type to ensure that all newly created
Link user settings users with this role type receive these user settings.
to role type
¥ Delete Deletes the connection between the user settings and the role

type. Users who are assigned this role will no longer receive the
formerly attached user settings.

1~ Move upward Moves the role types up/down on the list according to
prioritisation. The sequence is crucial as it determines which user
setting should be assigned to a user with multiple roles. The
higher up on the list a role is, the higher it is prioritised.

-L Move downward

The tab has the following columns:
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Column Description

“Role type” Shows the role type to which the user setting is attached.
“User setting” Shows the name of the user setting attached to the role type.
“Setting type” Shows the type of user setting.

Attach user settings to a role type

Click on Link user settings to role type to attach a user setting to a specific role type, linking
the two together.

A dialogue opens. Here you choose which user setting and role type you want to link.

User settings

User settings Manage user settings New users
o = 2* Link user settings to role type X
<

ave Link user settings
to role type By linking a role type with a user setting, you can ensure that new users with the selected
role type will be automatically assigned the selected user setting.

Role type: Administrator

4

Here you can link role types to user settings so ney
solely to new users - existing users keep their own| User setting: || Administrator

Prioritise the role types (for users who have multipl Business administrator

. OK ‘ l Cancel
| Can delete everything on cases ' '
Role type | User setting | Settingrype -
Can edit case guide

Can edit dictionary

Figure 132. Link user settings to role type

Click on OK to complete. The user setting is then linked to the role type.
The rules for user settings:

o User settings linked to role types only affect new users. Existing users whose job role receives a
new user setting are not affected.

« If a new user is assigned a role type, the user automatically receives its user settings, if any.

» If a new user is assigned multiple role types with user settings, the user automatically receives
the user settings of the highest ranking role type in this dialogue. The role which the user uses
for login does not affect this priority.

» No matter which user settings were assigned, the user can always change their settings.
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Document templates

All users can create private document templates for use in their everyday work. A user with the
“Template administrator” privilege can create, edit and delete shared document templates that are

used as standard documents across th

e organisation.

Document templates are divided into three levels in F2:

 Standard document templates

A standard document template can be used by all users. However, only users with the

“Template administrator” privilege can create, maintain and delete them.

« Document templates on unit level

A document template on unit level can be used by all users in the unit or its subunits. Only

users with the “Template administrator” privilege can create, maintain and delete them.

» Personal document templates

A personal document template can only be used by the user who created it. Only the users
themselves can create, maintain and delete a personal document template.

Document templates must be in Office format.

Templates are managed via the “Document Templates” menu item located on the “Settings” tab in

the main window.

Document templates
@ Approval templates

B8 Case templates

Templates

Figure 133. Manage templates

To an administrator, the dialogue window will appear as follows:

T Templates - 0O
Here you can manage your templates.
You can add, delete, replace or rename templates.
Show inactive
4 [l Doc Organisation Title File type Created Remcte pr  Description
(5 Autharity: Departement £ Adoption LetterTemplate docx 16/01/201...
» =3 Authority: Digital Authority 0 All keys dote 17/08/201...
» 2 Autharity: Doc Authority 8% Copy of simple lsx 13/12/201...
» o8 Authority: Quality | October orientation meeting dotx 17/08/201...
™ p | =] Evaluation of October meeting dotx 17/08/201...
o “Erend M= Reply from the minister docx 19/01/202...
| I
Add template 0 Standard letter odt 18/11/201...
Rename falder
Delete folder
Create folder <
Close

Figure 134
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Managing document templates is described in Settings and Setup.
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Configure F2

In F2 users with special privileges can alter the basic setup and configuration of F2. Users with
certain privileges have the F2 settings menu item on the “Settings” tab. Access to the “F2
Settings” menu item requires one of the following privileges:

e CBrainlnstaller
e CBrainSetter
e CBrainSuperSetter

o F2Setter.

E3

F2
settings
F2

Figure 135. The “F2 Settings” menu item

Click on the F2 settings menu item to open the “F2 settings” dialogue. From this dialogue it is
possible to make changes to the configuration of F2.

F2 settings - B X
Settings ~
[# Edit g & e = € Impart
Revert change E3 Show all configurations
. o Copy Export Unlock
= 5% Search and replace | History configuration all -
Edit Copy Export Lock
Name | Value | Last changed | Configuration version | Groups | Flags | Target group -
A v A hd

CPREmmorCodesToBelgnored 8483, 8484, 8485, 8... 5.3.0.27899 CPR
ExternalPartyLinkUrl 5.3.0.27899 4 ClientSetting, Environmen...
ExternalPartyLinkTitle 5.3.0.27899 M4 ClientSetting
MaxMailSizeUsedByServerinMB -1 5.3.0.27899 Mail
MaxMailSizeShownTolsersinMB -1 5.3.0.27899 Mail
cTubelrl https://accloud02-t... 18-01-2021 15:40 5.3.0.27899 cTube ClientSetting, Environmen...
HideDisposalCade False 5.3.0.27899 Cass ClientSetting
HideActionCode False 5.3.0.27599 Case ClientSetting
AllowMultipleActionCodes True 28-05-2019 08:24 5.3.0.27899 Case ClientSetting
UselournalPlan true 07-11-2017 16:05 5.3.0.27899 Case ClientSetting
CaseStatusSemantics Full 07-11-2017 16:05 8.0.0.1560 Case RecyclesAppPoal
MaxOneKeywordOnCase true 07-11-2017 16:05 5.3.0.27899 Case ClientSetting
Caralainunrdblandatanr Ealea IN_N1_3N21 1318 22 N727200 Cara Chantlatrtina v

Description: Value:

Determines which error codes (from CPR) that should ignored in the subscription service. 8483, 8484 8485 8486, 8487

Figure 136. The “F2 settings” dialogue

cBrain recommends that all configurations are performed in cooperation with
cBrain. Configuration changes to F2 can have far-reaching consequences for all
the users in the F2 installation. Changes should only be performed if strictly
necessary and only if the consequences are known.

NOTE
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